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List of abbreviations andcronyms

ABB activity-based budgeting

AFIS Automated Fingerprint Identification System

AG Advisory Group

BCU Backup Central Unitbackup centre in St. Johann im Pongau

BMS Biometric Management System

BG Bulgaria

CA Contract Agent

CAAR Consolidated Annual Activity Report

CAF Common Assessment Framework

CBS core businesssystems

CEPOL European Union Agency for Law Enforcement Training

CO compensatory leave for overtime

CR change request

CS core system

Cu Central Unit- the main data centre in Strasbourg

Cv curriculum vitae

DAPIX Working Party on Information Exchange and Data Protection

DG HR Directorate-General for Human Resources and Security

DPO Data ProtectionOfficer

DTPITO Development Training Programme for IT Operators

DubliNet Communication Network for Eurodac

EAB European Association for Biometrics

EASO European Asylum Office

ECA European Court of Auditors

e-CODEX e-Justice Communication via Onliigata Exchange

ECRIS European Criminal Records System

ECRISTCN European Criminal Records SystemThird Country Nationals

EDPS European Data Protection Supervisor

EES European Entry/Exit System

EiO entry into operation

ENISA European Union Agendpr Network and Information Security

EPMO Enterprise Project Management Office

ETIAS EuropeanTravel Information and Authorisation System

EU European Union

euw-LISA European Agency for the Operational Management of Lafeale IT
Systems in the Area dfreedom, Security and Justice

Eurodac European Asylum Dactyloscopy Database

Eurojust European Unio Judicial Cooperation Unit

FG Function Group

FRA European UniorAgencyfor Fundamental Rights

Frontex European Border and Coast Guard Agency

FSA Final System Acceptance

FTE full-time equivalent

GCU General Coordination Unit

GDPR General Data Protection Regulation

HLEG High Level Expert Group set up by COM in the context of the 2pti6
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CommunicationStronger and Smarter Information SystdiorsBorders
and Security

HQ headquarters

HR Human Resources

IAC Internal Audit Capability

IAR Impact Assessment Report

IAS Internal Audit Service of the European Commission
ICS Internal Control Standard

ICT Information and Communication Technology
IMS Information Management Strategy

InfoVIS Informal VIS

ISMS Information Security Management System

IT information technology

ITIL Information Technology Infrastructure Library
ITSM Information Technology Service Management
JHA Justice and Hom@ffairs

KPI key performanceindicator

L1 level 1

LIBE Civil Liberties, Justice and Home Affairs

LMS Learning Management System

MB Management Board

MEP Member of the European Parliament

MoU Memorandum of Understanding

MP Member of Parliament

MS Member States

MSP Microsoft Project

MWO Maintenance in Working Order

NAP National Access Point

NCP National Contact Point

NIST National Institute of Standards and Technology
N.SIS national Schengennformation System

0J Official Journal

OLAF European AntiFraud Office

PAS Production Applications Support

PD Programming Document

PRINCE Projects in Controlled Environments

QAIP Quality Assurance and Improvement Programme
R&D research and development

RO Romania

SBD stand-by duty

SIEM Security Information and Event Management
SIRENE Supplementary Information Request at the National Entries
SIS I Schengen Information System

SLA servicelevelagreement

SM9 HP Service Manager 9

SNE Seconded National Expert

STESTA Trans Europeaiservices for Telematics between Administrations
SXB Strashourg

TA Temporary Agent
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TCO total cost ofownership

TESTANg Trans European Services for Telematics between Administrations
new generation

TLL Tallinn

UTC Coordinated Universal Time

VIS Visa Information System

VIS Mail communication platform for information exchange between relevant
authorities and other Member States

WAN Wide Area Network

WP Working Party
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Legal background

Article 17 of Regulation (EU) Ni®77/2011 of the Europedarliament and of the Council of Zictober2011
establishing a European Agency for the operational management of laiggde IT systems in the area of freedom,
security and justice requires that the Executive Director shall submit to the Management Bwaadoption the

draft of the Agenc{ Annual Activity Report, after prior consultation with the Advisory Groups, while AtRlef

the same Regulation requires that, by Bthrch each year, the Management Board adopts the Agé@@nnual
Activity Reportfor the previous year, comparing the results achieved with the objectives of the Annual Work
Programme. Furthermore, according to Articl& of the Framework Financial Regulation, the authorising officers
shall report to the Management Board on the perfaance of their duties in the form of a consolidated Annual
Activity Report.
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Assessment by the Management Board

The Management Board of theEuropean Agency for the operational management
of large-scale IT systems in the area of fraom, security and justice(eu-LISA or
the Agency) has analysed and assessed the Executive Dired®rConsolidated
Annual Activity Report on the achievements and results for 204 The Board

acknowledges the Agencys performance and notes the followingobservations, in .
particular.

General observations

The Management Board:

E

| . o o Filip Pynckels R o
O PAOA&EI Oi AT AA ET woXxe AEAABEOD

considersthatey ) 3!
I CAT AUB O %O
strategy for 20142020;

AAT EOEET ¢ 2ACcOI AGET T AT'ACAOEARU &N AITTA CAT

O ou

emphasises the importance of continuing the important work and therefore highlights the adoption of the
I CAT Aeusédbng-term strategy for 20182022;

acknowledges that the Agency successfully delivered itsndee through the year, despite the
fundamentallack of resources;

I AGAROOAOG OEA AT OOAAO AAEEAOAT AT O 1T &£ OEA AT1 O0Al 1 AE,
for 2017, in terms of both results achieved and performance;
acknowledges that,inad@ET T O OOAAAOOAEOI 1 U AAI EOAOETI ¢ EOO 3EI

2017, the Agency demonstrated agility and flexibility through the year;

acknowledges the continuously growing importance of the systems that have been entrusted to the
Agencyfor the functioning of the SchengeArea, and that the need for the Agency to be reinforced with
additional human resources accordingly is duly justified and shall be further insisted upon in 2018;

supports the need to continue with the efforts necessaoy 6taff retention and development in the
Agency;

acknowledgesthe continuous efforts of the Agency to evolve and refine its internal control system and
emphasises the importance of further implementation of its prognae project and corporate quality
management system;

emphasises the importance of implemeng the projects for the reconstruction of the operational site of
the Agency in Strasbourg and of the new headquarters building in Tallinn for the futuretésng
development of the Agency; acknowledg the need for further extension of the office space on the
Strasbourg site and the need for the datacentre expansion;

acknowledges the good progress with the implementation of the action plan on-legislative
recommendations stemming from the first estnal evaluation of the Agency from 2016;

notes the discharge granted by the European Parliamentlierbudget year 2015.
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Observations on the main policys strategic and operational achievements

The Management Board:

F recognises the efforts of the Agendy deliveing the tasks established in the Single Programming
Document 2017 within the existing human resources limitations (which are very stringent); the Board found
that the performance of etLISA met and even exceeddae expectations of its stakeholds;

F considers that the way the Agency handled the substantially increased workload was highly adequate, but
stresses that the pressuie work on staff has to be kepat aviable limit;

Z emphasises the importance of providing the Agency with adequaturces (both financial and human)
for the implementation of its mandated tasks;

Z emphasises thénigh level ofimportance of the adopted legabasisfor the European Entry/Exit System
(EES),takes note of the substantial progress achieved so far in priégasdor implementation and invites
the Agency to progress with implementation of EES without delay as soon as necessary implementing acts
will be adopted by the European Commission, and as soon as the necessary resources are present;

Z emphasises thgreatimportance of the European Travel Information and Authorisation System (ETIAS)
for border management and internal security in the EU and invites the Agency tepowith necessary
preparatory tasks for its implementation, as soon as the necessary resswardn place

Z emphasises the importance of the Automated Fingerprint Identification System (AFIS) for the Schengen
Information System (SIS I1) with respect to the internal security of the European Union (EU) and appreciates
OEA | CAT AUG Oitshnplarhettddicn indider # &dlréss increased security and terrorist threats
in the EU;

¢ finds that the actions performed by the Agency to manage and evolve the three systems currently
entrusted to it (Eurodac, Visa Information System/Biometric Managem8ystem (VIS/BMS) and SIS 1)
are adequate in relation to the objectives set out in its Establishing Regulation;

Z emphasises the importance of the quality of the data inserted into the systems and the extended role of
the Agency in data quality managemeand delivery of data quality reports for the Member States;

F takes note of the efforts of the Agency to improve the Change Management Process in close collaboration
with Member States and the European Commission;

Z emphasises the importance of the final repof the High Level Expert Group (HLEG) and the proposals on
interoperability! and encourages the Agency to continue its close collaboration with the Commission to
ensure full implementation of the varis elements of interoperabilitpnce its legabasisis adopted by the
co-legislators;

1 REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on establishing a framework for interoperability between EU
information systems (police and judicial cooperation, asylum and migratitps://ec.europa.eu/homeaffairs/siteshomeaffairs/files/whatwe-
do/policies/europearagenda
security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_pdiaiel ju
cooperation_asylum_migration_en.pdREGULATION OF THE EUROPEAN PARENXT AND OF THE COUNCIL on establishing a framework

for interoperability between EU information systems (borders and visa) and amending Council Decision 2004/512/EC, Rdg@ation

No 767/2008, Council Decision 2008/633/JHA, Regulation (EU) 2016/399 eudatRn (EU) 2017/222https://ec.europa.eu/home
affairs/sites/homeaffairs/files/whatve-do/policies/europearagenda
security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_bandess_a
sa_en.pdf


https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_borders_and_visa_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_borders_and_visa_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_borders_and_visa_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_borders_and_visa_en.pdf
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Z welcomes the further development of the internal capabilities of the Agency with regard to budget

DIl ATTEIT ¢ ATA POT AAOEOGA 1T1TTEOTOETC T &£ EOO AGAAOOET 1
resources; the Boar acknowledges that the overall execution level of commitments and payments was
100%, with a target of 99%4;

Z expresses its satisfaction with the implemented internal control system of the Agency, which is also
acknowledged by the audits performed throughe year and by the fact that no critical recommendations
were issued.

Management Board assessment of the management of the Agency

The Management Board, acknowledging the results delivered by the Agency and considering the outcomes of the
internal and ex¢rnal auditsperformed, expresses its satisfaction with the quality of the management of the Agency
in 2017.

Variations in the use of human and financial resources compared with the Annual Work Plan

The Management Board:

E considersthat this report provide sufficient assurance that resources (staff and budget) are used by the
Agency in line with their intended purpose and in accordance with the Single Programming Document
2017;

E considersthat the variations in the use of resources are justified, considgtire results achieved by the
Agency and the outcomes of the audits that have been performed

E stresses that there are limits on the pressafavork that can beexpected othe Agencyy O .00 A A&
Performance indicators
The Management Board acknowledges tlewels of the key performance indicators of the Agency for 2017.
Risk and control environment
The Management Board acknowledges that:

E the main risks to the organisation, which might have jeopardised the delivery of the tasks in the Single
Programming Docurent 2017, have been correctly identified and adequate preventive and mitigating
measures have been put in place;

E the internal management systems are functioning adequately, considering the results achieved by the
Agency,

EZ the internal control systems ardunctioning adequately, considering the outcomes of the audits
performed.

Assurances and reservations issued by the Authorising Officer
The Management Board:

¥ considers that adequate and appropriate measures are in place to address the identified managerdent
control weaknesses;
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Z notes that eulLISA has started e implementation of activitybased budgeting; therefore, detailed
information on the use of human and financial resources for each activity is not available for 2017.

Recommendations
The ManagemenBoard, considering the information provided in this report, encourages the Agency, in 2018, to:
F continue delivering on its mandate;

E emphassethe EI DT OOAT AA 1T £ OEA OEI Al U AT 1 AlreGisedmandatd, £ T ACI
taking into consideratiorthe opinion of the Board,;

F implement further restructuring of the organisation following upcoming changes in the mandate of the
Agency resulting in additional tasks;

E continue the implementation of the EES and the preparations for the implementation ofother new
systems to be entrusted to the Agency as well as the Regulations on interoperability;

Z continue and accelerate the introduction of activibased management as planngdnce the detailed
information is available, the Management Board insists omisemarking the available resources and the
workload againstother organisations within the EU contexadencies,EuropeanCommission etc.) and
comparable organisations in the public and private sestor

E continue with implementation of eante evaluationsn the Agency;

Z continue to further enhance its internal control system, paying specific attention to the efficiency of
internal processes and the further development of the competencies and skills of the staff members;

F continue with the implementation of He action plan for the implementation of the negagislative
recommendations of the evaluation of the Agency as planreatd report further to the Board.

Conclusion

The Management Board is satisfied with the overall performance eEISA in 2017 and witlhhe achievement of

the goals, objectives and results that were established in its Single Programming Document 2017, as well as by the
level and adequacy of the utilisation of the available human and financial resources, althougloribiglerable
pressureof work remairsa concern.

The Management Board expresses its appreciation to the Executive Director and his staff for their commitment and
achievements through the year, and wishes to thank them especially for the constructive and pleasant collaboration
with the Management Board and its Chair.

Filip PYNCKELS, Chairman of the Management Board



11 EU-LISA CONSOLIDATED ANNUACTIVITYREPORT

Introduction

The purpose of the Consolidated Annual Activity Report of the European Agency faptrationalmanagement
of large-scale ITsystems in thearea offreedom, security andjustice is to give a structured overview of the main
objectives and activities achieved and performed in 2017.

Background information

Today, the EU and its Member States face a great opportunitymaximise the added value oinformation
technology (T) and systems for the Union. For the first time in its history, the European Union has an agency
responsible fothe professional management of largscale IT systenmsand the needor it is fundamenta. Inrecent

years, the areas of border management, internal security and migration management have been going through a
major transformation, moving from the physical to the virtual world and converging rapidly at the same time. They
are more and more degmdent not only onthe available physical resources, but on data and information too.
-1 OAT OAOh E1sed@bridl Ais doOrealiiicitofespecEa single EU Member Statee able to ensure its
security alone. The ability to respond to continudysncreasing terrorist threats and pressure on the external
borders of the Union depends on timely, efficient and comprehensive exchange of information between relevant
national and EU authorities and agencies. Therefore, this transformation can onlydteessed through the
provision of sophisticated, flexible and integrated systems and solutions forelafercement cooperation and
integrated border management at an EU level.

The European Agency for the operational management of lasgale IT systems ithe area of freedom, security
and justice (etLISA) was set up in 2011 by Regulation 1077/2011 and became operatiomzdaniber2012. The
establishment of the Agency aimetd provide a longterm solution for the operational management, at EU level,
of large-scale IT systems in the area of freedom, security and justib®th present and future.

eu-LISA currently managethe European Asylum Dactyloscopy Databa@eurodag, the Schengernnformation
System (SI3l) and the Visa Information System (VIS). These systems are essential for the normal functioning of the
Schengen Area, for the efficient border management of its external borders as well as for the implementation of
common EU asyim and visa policies. Furthermore, the availability of these systems is one of the measures used to
guarantee freedom of movement of EU citizens within the Schengen Area. As of Dec&tibéthe Agency is also
responsible for implementation and operatiohmanagement of theeuropean Entry/Exit SystefEES). In the near
future, the mandate of etLISA may evolve and the Agency could be made responsible for the development,
implementation and operational management of other largeale IT systems in the Justi and Home Affairs
domain, namelythe ETIAS,e-Justice Communication via Online Data ExcharigeCODEX, European Criminal
Records System Third Country National¢ECRISTCN), etc.,provided thatco-legislators adopt the required legal
instruments.

Our mission, vision and core values

Based on its legal mandatéhe Agencys Mission igo continuously add value to Member States, supporting
through technology their efforts for a safer Europe

This mission is delivered through the Vision of the Agencyplmyviding high-quality and efficient services and
solutions tostakeholders byearning their trust through continuously aligning the capabilities of technology with
the evolving needs of Member Stasand bygrowing the Agency as aentre of excellencein its policy domain.

The Mission and the Visiasf the Agency are translated into its operational activities through its core valliesy
drive and underpin all operational activities and strategic development of the Agency. These values are:

E Accountability: deploying a sound governance framework, sound financial management aneetficient
operations;
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E Transparency, DOT OEAET ¢ OAcCOI AO AT A 1 PAT AiTii1 01 EAACEI T Ol
them in a continuous dialogue to definbd longterm strategy for development of the Agency;

F Excellencethrough having the righbrganisationalstructure, the right people and the right processes in
place to ensure service continuity to the Member States;

F Continuity: ensuring that the Agency Wimake the best use of expertise, knowledge and investments made
by the Member States and will continue to develop them;

F Teamwork seek to empower each individual team member to make the best usesoknowledgeand
experience, contributing to the common success;

F Customer focus ensue that the Agency is aligned at all time with the needs and demand of its
stakeholders.

Where we arebased

The Agency has its headquarters in Tallinn, Estonia, where new facilitegraler construction to accommodate

the growing needfor space. The main operational site is in Strasbourg, France, where the facilities are under
expansion togas new premises are needed for the increased operational duties of the AgentySAualso bs a
backup site in in Sankt Johann im PongAustria, and a liaison office in Brussels, Belgium.
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Executive summary

Today, Europe faces a dual challengtaying open whilst at the same time
staying secure. In order to achieve this, the capabilities of modefarmation
technology (T) need to be utikedto their fullest, and information exchange and
collaboration between Member States need to be reinforced and enhanc
together with the technological advances. An adequate respornsethis
challenge also requirethe European Agency for the Operational Managemer
of LargeScale IT Systems in the Area of Freedom, Security and Justieel SA
to undertake new tasks. Thengoing digital transformation in theéEuropean
Union EU) Justice andHome Afairs domain has highlighted the need to furthe
increase the added value of 4USA to the Member States and the EU as a who
The EiropeanCi | | E O @ibposafo@evisethe! C AT mandate takes into
account the needs deriving from this transformati@nd develops furtherthe
ability of the Agency to address them.

Krum Garkov

On 1December2017 eu-LISA celebratedhe fifth anniversaryof the day the Agency was established. During that
period, the Agencyas demonstrated thatby consolidating the operational management of largeale IT systems

in a single EU Agency, significant efficiency gains can be achieved. This is attained through consistently pooling the
infrastructure and the bman resources expertise required for professional IT system management. The highly
specialised knowledge of the AgenBystaff is applied across all the IT systengustedto it, assuring their security

and the protection of the data stored in them, whilst enabling rapid evolution of systems in line with changes
occurring in the information technology field. Five years after taking ovesatetasks, the Agency has proven itself

to be a reliable, competers&ind capable contributor to the Member States and the EWvds alsaable to take on

new tasks in order to strengthen internal security as well as border and migration management in Europe. The
Commission proposal to revise the mandate oflel$A is a prof of that, and | am confident that edLISA will be
successful in implementing its new mandate and addressing the challenges ahead.

At the same time, etLISA continued to deliveon its current mandate: stable, effective and efficient operational
managemern and evolutionof the three systems currently entrusted to the AgeneyEurodac,the Schengen
Information System(SIS I} and the Visa Information Systen{VIlS. In 2017, the continuous and uninterrupted
management of the systems and their associated conmization networks and the supervision and the security of
the communication infrastructure, as well as the coordination of the relations between the Member States and the
network serviceprovider(for both the operational centre in France and the backup 8i Austria)werethe priority

of the Agency and theywill remainso.

The systems

1117171 ¢c xEOE T PAOAGET T AL 1 AT AcAi AT 6h OEA &EZOOOEAO AOI 1 OOE
capabilities was delivered as planned. In particular, Earodac, thesystem capacity was upgraded ton¥llion

records (100 transactions per day andb0O0 transactions per hourJhe physical move dhe Eurodac equipment
(pre-production) in the data centre and the Central Unit/Backup Central Unit (CU/BClynchronisation
improvement projectwere successfully completed. A maintenance exercise in produciioeciuding aswitch-over

and switchback tdfrom BCU was successfully performed by the end of 2017. Regartiegevised legabasisof

Eurodag euLISAhas strongly supported the discussions on the new legislative proposals.

2 proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the European Agency for the operational
management of largescale IT systems in the area of freedom, security and justice, and amending Regulation (EC) 1987/2006 and Council
Decision2007/533/JHA and repealing Regulation (EU) 1077/2011
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For SIS IlI, the main achievement was thtegration of Croatianto SIS Il, which was delivered successfully by the
end of 2017. Preparations for Ireland to integraméo SIS Iwere carried out. As for thémplementation ofthe
biometric matching capabilities in SIS Il (AFIS), the design phase and the build phasenfoal system
infrastructure and applicatiorwere completed successfully Testingwith the Member Statedasted untl mid-
October. Theentry into operation(EiO)will take place at the beginning of Mar@®18. Regarding theecast of the
legalbasisof SIS || euLISAcontributed substantially to the discussions in the appropriate Coumoiking parties
over the pastyear.

For VIS, theEiO of the Visa Code Plus project in M)A 7 was the highlight of the year. The upgraded VIS (version
3.0) has been one of the most complex and impactful releases ever deployed in VIS since 2011, as any failure would
have been immediately visible to the whole Schengen Area (having an ingbdctth border and consular levels).
Data migration procedures were for the first time successfully performed anda#itbnal systems were modified
and went through extensive testing. Seven months after the EiO, no issues related to that release were reported
VIS. Next, the VIS Recast Study was delivered to theeanCommissionand Member States 1Ss) within the
agreed deadlines. Following the EiO of VIS Mail phase 2 back in Ja2uEgyn 201he Informal VISIhfoVIS Task
Force continuedo analysethe critical businesprocessesupported by VIS Maihamelythe Schengen consultation
and expost notification procedures, as well as the procedures supported by VIS Mail phase 1,habitieen
operational since Octobe2011. The results will furthetrengthen and contribute to drafting the modification
proposals of the VIS Regulation (VIS Recast).

The communication infrastructure

In the communication and network aredwo large projects were delivered, namely the completiontbe VIS and

SIS II communication infrastructure migration from sTESTA (Trans European Services for Telematics between
Administrations) to TESTAg (Trans European Services for Telematics between Administratmnsiew
generation) and the delivery of VISYZenayption layer pilot infrastructure, deployed and tested with Member
States.

The common shared infrastructure

Based on the outcome of different studies (Common Shared Ser@tady and Virtualisation-Active/Active Study)

and eulLISAS TechnologyStrategy, eu-LISA started in 2017, under the Framework Contract for a Common Shared
Infrastructure, the preparatory activities for setting up the foundatiarfsvidespread sharing of IT infrastructures
(backup, storage, database sergeretc) and technical service@nonitoring, security events management, time
synchrongation, single sign on, IT infrastructure managemeetc). As part of these preparatory activitigbe data
centrestlayouts (n both Strasbourg and Sankiohannim Pongay were also reorgarsied to optimise the usage of
their capacity.

The legal framework

In 2017the Agencycontinued to makesubstantial contributions to a number of strategic Vel initiatives, from
the EES regulatiomnd ETIASto the ECRISTCNand interoperability.

On 12December2017, the Commission tabled two proposals for interoperabliiliihe proposals cameut of the

3 REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on establishing a framework for interoperability between EU
information systems (police and judicial cooperation, asylum and migratittps://ec.europa.eu/homeaffairs/sites/homeaffairs/files/whatve-
do/policies/europearagenda
security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_pdiaal ju
cooperation_aglum_migration_en.pdf REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on establishing a framework
for interoperability between EU information systems (borders and visa) and amending Council Decision 2004/512/EC, R&gi@ation

No 767/2008, Courilc Decision 2008/633/JHA, Regulation (EU) 2016/399 and Regulation (EU) 201WtB226ec.europa.eu/home
affairs/sites/homeaffairs/files/whatve-do/policies/europearagenda


https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_police_judicial_cooperation_asylum_migration_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_borders_and_visa_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_borders_and_visa_en.pdf
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work of the High Level Expert Group on Information Systems and Interoperability and the delivery of several studies,
including a study on a shared Biotnie Matching Service that was provided to the Commission to support legislative
drafting in November2017. Furthermore, the Agency strongly supported the Commigsi€tudies on other
interoperability components, namely the European Search Portal and ComHdentity Repository. The proposals,
asdrawn up detail a vision for the interoperability of information systems for border management and security in
the EU and lay the groundwork for significant Agency work in this domain in the coming years.

On 29 December2017,the EES regulation entered into forcend the system should be operational by 2020.
Substantial preparations were made by -&ISA during 2017, by setting up a dedicated internal project team to
undertake all the preparatory work possible orafting technical specifications, recruiting the necessary specialist
staff and initiating all procurementelated activities. Member States have been engaged to guide the work and
ensure alignment of the most crucial elements from the beginning.

A generalapproach for theETIAS poposal was reached at thiistice and Home AffaifgHA Council meeting over

the summer andin preparation for the development of the ETIAS system, Agency representatives conducted study
visits tothe United States of Americand Canadaand also helda meetingin London with the Australian High
Representative aimingto learn more about the national systentisat fulfil similar goalgo those ofETIAS.

Regarding ECRISCN, the Agency closely followed the negotiations on thepgmsal. A general approach was
agreed in Decembe2017 on the draft regulation. According to the proposal;ld8A will be responsible for the
development and operational management of the ECRISGN systemand thecentral system will also be hosted by
the Agency.

No legal proposal on-€ODEX (gJustice Communication via Online Data Exchange) has yet been presented by the
European Commissigrbut the Agency has undertaken some preliminaagtionsto be able to take over the
operational management of €€ ODEX|f decided so.

Cooperation with others

eu-LISA also increased its contribution to the Schengen evaluation mecharsspporting in total 11 Schengen
evaluation missions in 2017. Upmeguestsfrom the Commission, etLISA enlarged its support to two areas of the
Schengenacquis adding the Common Visa Policy (including VIS) area to theS8plementary Information
Request at the National EntriglSIRENEarea (supported already in 2015 and 2016). Fer fitst time, euLISA
provided experts for evaluations of the Common Visa Policy.

Fruitful collaboration with the otheagencies in the Justice and Home Affairs area continued. O8eflember, a
Memorandum of Understanding (MoU) was signed betwetle Eui DAAT 51 ETI 180 * OAEAEAI 4
(Eurojush and euLISA. The drafting procedure of the Working Arrangement betweer &A and the European

Union Agency for Network and Information Security (EN)$vas finalised by the end of 2017 and the MoU was

signedon 10January2018. In 2017, ellSAalsoconfirmed itsreadinesdo chair the larger Network of EU Agencies

from March2020 to Marct2021, which is a great opportunity to further strengthen the ratel position of the EU

Agencies Network in Europe. duSA hosted visibility meetingat its headquartes in Tallinn with the Heads of

Diplomatic Missions on 28larch and with the Justice and Home Affat®ungllors on 28March. On 8Vay, a

meeting withthe members of the EropeanParliamentd Committee on Civil Liberties, Justice and Home Affairs

(LIBE) took place in Brussels.

Regarding technical training for Member States, 2017 contained nmatgworthy achievementssuch agaunching
the new euLISA Learning Management System (LMS) for dyifsill implementation of the new blended learning

security/20171212_proposal_regulation_on_establishing_framework_for_interoperabilitywdsn_eu_information_systems_borders_and_vi
sa_en.pdf


https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_proposal_regulation_on_establishing_framework_for_interoperability_between_eu_information_systems_borders_and_visa_en.pdf
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concept based on SIS Il Development Training Programmes for IT operatmslaunching of the update of the
Training Strategy document. \fg good cooperation continued with partners and stakeholders in the training field
(MSs, JHAagencies and the Commission) along with maintaining high satisfactionfi@teu-LISA training among
system users.

The organisation

On 27April2017, | deliverec statement before the Committee on Civil Libertie3ystice and Home Affairs
describing the accomplishments of dUSA during its firsbyears of action and preseinig a vision for the future of
the Agency, which include®ur main pillars to ensure theevelopment and growth of elLISA for the years to
come, in particular:

1 keeping the Agency focused to ensure stable and efficient operational management of the present and
future systems entrusted to jt

q gradually increamg O E A | CcAnitriButioh © the Member States and the EU
 develofing further the ®n demand servio@ortfolio for Member States and the other JHa§yencies
9 further development of the orgasation.

Following this vision and to better respond to thbanges in theolitical andoperational environment in which the
Agency operatesjt was established that theeu-, ) 3 ! & @ermistraleqy needed an update. The updated
document, covering the period 2018022, realigned strategic goals and objectives to tpeesentpolitical and
operational context building onthe same mission, vision and core values of the Agency. The document was adopted
by the Management Board in Novemb2017, setting thelirection for future developmentof the Agency and
therefore will have a significant impaon its work andits staff.

The Agency continued to enhan@nd developts planning capabilities and further improveits cooperation with
the Commission and the Member States tinis area. Following the requirements of the Framework Financial
Regulation, the Agency developedcamprehensiveexante evaluatiorprocess andested them in a pilot. The rules
were adopted by theManagement Board in Novemb&017 Particular efforts were puinto develogng necessary
elements of activitybased management and strengthening further budget management processes.

A4EA ' CAT AUBO ET OAT O EO O1 iAtérhal gbvArnaAck dand apAraEenhl Aramevids AT 1 D C
based on best practice aralirrent industry standards. It will also continue to ensure the efficient and-efisttive

management of the systems by continuously monitoring and evolving operational processes and seeking
opportunities to optimise its operationsThis approach tocontinuous improvement covering governance

operations and other critical areas of our businesiss to focus resources and integrate activities that are critical

Ol OEA OOAAARAOOEOI AAI EOGAOU 1T £ 1 00 -LSA doBidieditd obthnBedd OANOE
governanceand processes, utilising industngcognised standardsuch adnformation Technology Infrastructure

Library (ITIL),Projects in Controlled Environment®RINCE2 and other relevant IT governance frameworks. The
applianceof such standards improves further the alignment between the business objectives and capabilities of the
Agency and its operational model and will help to ensure sustainable andeffisient operations. The ut#ation

and consolidation of industry begtractice operational models and robust governance frameworks will therefore
Ai1 OET OA OEOI OCEiI 66 OEA Ei bl Al AT OAGEIT 1T &£ OEA ' CAT AU

Ou
(@)

In June2017, an Enterprise Project Management Office (EPMO) was established withiagancy. The EPM®O

mission is to integrate and monitor all dUSA projectsand programmes as well as to contribute to internal
governance within the Agency to ensure transparency, accountability and the deployment of industry standard best
practicesin the area of project and program managememnheAgency considers project and program management
capabilities as strategic competenciescrucial to ensureEECE OOAEAET | AddCéiter indrAaDE O £AAA O
governance

To strengthen its governance fragmork, a corporate quality management system was implemented, tailored to
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eu-LISAS iizeds, following the applied methodology of the Common Assessment Framework {@&ftirements.
As a next step, an action plan, based on the outcomes of the assessmenputvtogether, to be implemented from
2018 onwards.

In accordance with Articl@ X 1T £ OEA 1 CAT AU O %OOAAI EOEET C 2ACOl AGET T ¢
the Management Board@VB), performed an evaluation of the actions of-®ISA. The Finaléport of this evaluation

was presented to the MB in Mar@®16 The action plan on the nelegislative recommendations waesdopted by

the MB in Marci2017 and its implementation statwgasupdated in November2017

Communication with the stakeholders andpublic

Summingupey ) 31 80 DPAOAI O ATAA ET OEA ATi1 O01 EAAGETT O Al Il AET
the set objectives were successfully reached. Tasks relating to a regular and active online preseramndiibted

input to awareness aants organised under the Estonian EU Presidency and timely publishirngpad-quality
corporate and awarenessising publications were all performed with success. The highlights of the year were the
high-level euLISA Annual Conferenad@oing Digital fora Safe and Secure Eurofi@ganised under the Estonian

EU Presidency, the elISA roundtable® single search portal and shared BMS for Europe: Moving forward with
concrete implementatio@with industry representativesand VIP visitso eu-LISA providingor related coverage.

The visiting VIPs includethe Estonian PresidentMembers of the European Parliamen{MEP9; Dimitris
AvramopoulosCommissioner for Migration, Home Affairs and Citizenstéigi O A * Cot@ibsidneihfor Justice,
Consumers an@Gender Equalitythe Estonian Prime Ministethe Estonian Ministefor the Interior, andnational
Members of Parliament(MPs).

AEA 1 CATAUBO 1T AET AT 11 O1 EA AXtRelwebsited Wwak uséilito fubtiiet ebtiarcdtheD OAT OE
visibility of our work and achievements in order to strengthen public engagement and proactively manage
stakeholder relations. Social media platforms were increasingly utilised in order to highlight our awanensisg

activities and training courses as well as-e) 3 leéu@ime and procurement needs. Modifications to the

website, based on the 2016 website usability analysisjed at a responsive and easily accessible website were

initiated with a comprehensive requiremeigiathering exercise to support a website revamject. As a principal

AOOAO O1 OEA ' CATAUB80O Aiii OT EAAGEIT OOOAOAcCcUh A 11T AAOI
our accountability towards the citizens of Europe. Therefore, the Agency has focused on developing further the
dynamismof the website and introducing web functionalities thallow increasedonline public engagement

Sites

The construction works on the nelaeadquarters(HQ) building in Tallinn started in Aprd017.The Estonian State

Real Estate Ltd in cooperation withe Estonian Ministry of the Interior invited duSA and its staff to attend the
ceremony to witness the placing of the cornerstooe 29September2017 The new headquarters of elISA are
expected to be completed in the summer of 2018. The construatiork on the extension of the operational site of

the Agency in Strasbourg also progressed further and the staff of the Agency moved to the new office building.
Nevertheless, there is a general concénat the renovated site in Strasboungay not havesufficient capacityto

host all the required Agency staff and contractors, considering the major upcoming developments in the JHA area,
namely the implementation othe EES and the introduction of ETIAS, EGRISN, etc. The Agency is preparing a
business caséor a second extension of the site in order to address future needs stemgrrom its extended
mandate and the new systems entrusted to the Agency.

Budget implementation

In 2017, etLISA managed a budget of EUR3.3million in commitment appropriationsand EURS7.7million in

4 https://lwww.eipa.eu/portfolio/europearcaf-resourcecentre/
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payment appropriations received from EU subsidy. The Agency attained a high budget implementation rate by the
end of the year:

1 100% for commitment appropriationsincludinglevel 1 (1) commitments made due to delajn adoption
of legal instruments fothe EES andeurodacRecast

1 100% for payment appropriations, including the casfgrward of administrative expenditure to 2018.

Human resources

In 2017, etLISAhadthe following authorisedposts: 131 Temporary AgenfSAs), 27 Contract Agents (CAs) and 9
Seconded National Experts (SNE3he total number of posts in the Establishment Plan waduced by 3 in
comparisonwith 2016 due to staff cuts and reach#tk level of 115 posts, and at the same time it was incredsed

16 additional posts in order to respond to the new tasks entrusted to the Agency (14 posts EnttigfExit System

and 2 posts for th&urodacRecast). Recruitment for these additional postaisvdepen@nt on the adoption of the

legal instruments. Thereforeniterms ofthe total headcount, at the end of Decemb&017, there were 153 fdime

staff members: 114 TAs, 32 CAs and 7 SNEs. Of these, 75 TAs, 21 CAs and 5 SNEs were employedr@ S&asbo
TAs,9 CAs and 2 SNEs were working in Tallinn, and 2 CAs were located ined! 6 O , EAEOI 1The¢ AFEAA
exit turnover of staff was 3.2, due to 5 employees leaving the organisation in 2017. This is below the benchmark
key performanceindicator (KPI) Of 6 set for turnover. The Tallinn headquartergne affected more strongly, as

staff turnovertherereached 5.13%6.

The main achievements in learning and development in 2017 have been the further development of iLearn (eu
, ) 31 80 Mahdy@iert IS@tem), the further development of the -eISA Competency Framework, the
implementation of the Annual Learning Plaand the staff engagement survey and its follayp.

At the same timeit should be emphased thatthe Agency needs reinforcemerwith additional staffbecause its
portfolio is continuously growing with more tasks and efforts to ensure compliance with applicable legal
requirements and rules.

Main issues submitted to the Management Board

The close collaboration between thdanagement Board and ellSA continued in 2017. The main issues brought
Ol OEA "1 AOA8O0 AOOAT OEI 1T AU OEIASAla@Anr particular, An® fact 1Bk thereO O A /E/E
was a continuous increase in the number of tasks assigned to tlendy, while, at the same time, duSA
continued to reducestatutory staff inits Establishing Plarhaving received no additional human resources to reflect
the increased workload and administrative overhea@dnd theamendment of the budgein September2017 in
connection with the new tasks related to implementationtbe EES andhe Eurodac Recast regulation, in order to
preserve the budgetary appropriations from the consequencethefdelayed adoption of the corresponding legal
basis The underlyingrisks and the potential repetition of the global commitment adoption over subsequent
financial years weralsodiscussed. Following the proposal fanew Establishing Regulation of the Agency, which
will expand the responsibilities of elSA, the Agencyalso presented to the Management Boar new
organisational structur@nda plan to extendts operationalsite in Strasbourdurther.

Assessment by management

The management of the Agency has reasonable assuranceapptopriateinternal controls are iplace and that

they are functioning as intended; throughout the year, major risks are being appropriately identified, monitored and
mitigated. This assurance is further confirmed by the results of the internal and external audits performed through
the year

Audit results

No critical recommendations were made to the Agency during audits performed over the course of the year by the
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European Court of Auditors, independent external auditdre Internal Audit Service of the Commission and the
Internal Audit Caability of the Agency. All other recommendations were addressed in due course through action
plans.

Risks

For the year 2017, four major corporate risks were identified. A corporate risk response plan has been established to
address them.

Conclusion

In 2017 euLISA continued its challenging but rewarding journé@jrough the yearthe Agencyhassometimes
beenaloneET OEA EAAA 1T &£ A EOCA x1 OEI T AAh xEOE OAAOAA OAOI
achieved a lot! W@ (et stable and uimterrupted operations with our core systems. At the same tjitie Agency

hasmade huge contributions t@ number of strategic EUevel initiatives, from EES implementation, to ETIAS, to

ECRISTCN and interoperability.

Within the Agencywe have updated or longterm strategy and implemented our corporate quality management
system. In 201, Ave also took significant steps to further strengthen our internal controls with particular emphasis
on our budgetary and contract planningnanagement processes and developmeaind implementation of required
exante evaluations

StLEGEO 110 EOOO OBKOBIOOREAU UDBA O AMEdB@AUEA Gri $0 roud 8f whak E OE 8
we have accomplished over thgear, let me takethis opportunity to thank especially the eulSA staff and

managers If we have done something good in tear, it is especially thanks to this group of motivated, dedicated

and talented professionals from almost all European counirigso have worked® hard to make this possible. The

support of the European Commissiotine EuropearParliament and the Coungias well as of the governments of

the countries wherdéhe Agencyhasestablished its sitgshavealsobeen of paramount importance to drive forwar

our agenda. The cooperation and support of thienagementBoard haseen essential for the further progress of

the Agency to respond to the needs of the Member States and political prioritigseidHA domain. Last but not

least, positive engagemenwith the industry has been important to enhantge technical quality of our work and

to contain the risks we faced on the way.

The coming yeawmill require no less than thafThe Agency will continue to operate ia very challenging and
turbulent environment. But no matter what the environment and circumstances are, we will not lose sight of our
priority: to contribute through our services to the efforts of the Member States to make Europe safer be
successful in thisve shall put our stakeholders arideir needs at the heart of everything we do, showing to the
Member States how we effectively support themith a passionfor excellence, agility, flexibility and commitment.

4AEA UAAO AEAAA xEI 1 AOET Iy wikingtogethdr keehilighdclis A ogriritidstad ) 8 i
putting our stakeholders firstwe can achieve owambitions!

Krum GARKOQOV, Executive Director

5See Section 3.1, Risk Management, and Annex VILI.

C'
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Part |. Achievements of the year

Activities under Strategic Goal 1:@ontinue to grow as a contributor to and facilitator of
freedom, security and justice policies in Europ@

Operational management of the systems

For the period of 2017, the continuous and uninterrupted operational management of the systems (currently
Eurodac,the Schengen Information Sfem (SIS [l and the Visa Information System\|S) and their associated
communication networks has remaéal a priority for the Agency. The operational management of Eurodac, SIS II
and VISBiometric Mdching System (BMS) business as usual activities, application managememtdontinuous
service provision through system asdrvicelevelagreement (SLA) monitoring, incident resolution, daily follayp

of incidents and weekly problem management meetings as well as follgwof Information Technology Service
Management (ITSM) cesseswere continuously carried ouf'he systems were up and running and available for

the Member States during the yeaf.he overall performance of the systems was stalthes availability of VISwas
99.92%, the avalability of Eurodaowvas99.95% andthe availabilityof SIS 1l wa89.82%. In order to monitor much
moreclosdy OEA OUOOAI 08 Al I Bl EAT Aley pedfotnancelrisiBafo3KPR) weredgreedA AAE OE |
with the Member States 1S9, via the respectivé\dvisory Group (AG9, in particular for the management of the
incidents and problems. The annual regular Customer Satisfaction Survey was improved and will be an integral part
of ewLISAS Standard SLA documentn update of which, initiated in 2017, is going to be ready the middle of

2018. Further to the above, full support was provided to Member States along with all test sepdogsd out as
planned, as well as the supervision of the communication infrastructure and coordination of relations between
Member States and theetwork service provider.

The Agency identified particular opportunities to evolve the cefficiency and effectiveness of the operational
management of these systems. dUSA increased its monitoring of infrastructure, services and systems to identify

and implement synergies focusing on lowering the total cost of ownership (TCO) of the systBoming last year,
considerable efforts were made concerning this. They inctjdmut were not limited to, building and refining each
OUOOAI 80 AOIT impléntertihg a Eoimpréhéndi schdflule of adaptive and corrective maintenance and,

at the same timelookingZEl O x AUO El1 xEEAE Ol 1 POEIi EOA AT A AT 1 011 EAAC(
a significant achievement of the Agency has been thehfer development of itsTechnologyStrategy, which will

set milestones for the gradual optimisation of operations wéth-year horizon.

Reliablecore business system€BS information technology(IT) infrastructure service was provided along with
Trans Eropean Services for Telematics between Administrators/Trans European Services for Telematics between
Administrators? new generation (STESTA/TESTW) Network Services delivered, matching the service lelzts

down in the relevant SLAs. The Agen@nhanced its testing capabilities through the virtualisation of testing
environments and automating the testycle.

Contractually, the Agency developed further its procurement and contract management capabilities for the systems
under management, ensuringhat the Maintenance in Working Order (MWO) contracts, in particular, are well
managed and that any scheduled handovers between contractors are undertaken successfully and with no negative
impact on service provision. Due to the change of MWO on Eurodd&#8 11, the release plans for 2018 cannot be
completed yet.The VIS release plan will be available and shared with Member States in the first months of 2018.

Over 7@million alerts were stored in the SIS Il database at the end of 2017, showing an ircr@&ag%. For
comparison,at the end of 2016, over Hillion alerts were stored, which was 126morethan the data storedat

6 The figures for system availability do not include the time for maintenance.
7The TCO model looks at the complete cost of a system from purchase to disposal and can include repair, maintenance vpguades,
service and support, networking, securityaining and software licensing costs to give more accurate throlifghcosts.
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the end of 2015.

The total number of visa applications storedtire VIS/BMS system by the end of 2017 was ovenbibn. Atthe
end of 2016, the amount reached almost B@lion, an increase of more than 96 from 2015. The number of
fingerprint sets stored in the database was dllion. Over 30million fingerprint sets were stored by the end of
2016, which was more than 8bgreater thanthe number stored at the end of 2015.

Due to the construction works in the data centre building, there was a major issu&eptémber2017, when the
ventilation and air conditioning system in that building was not working propeflgis had two effects the
temperature in the data centre increased beyond the normal operational conditions and a large amount of dust was
blown at quite high pressure into the operations area where the Service Desk an@ribguction Applications
Support (PAS 24/7 teams are located. All necessary measures were taken immediately. A temporary operations
room has been set up in the main building and will be in use until the construction works have been finalised by the
contractor. Further assessment of potential rigdlamages to the systems has been done. As a result of the
measures, all systems continuéalrun staby.

In order to furthemupgradeits operations in line with international best practice, the Agency also continued with the
development of its service angrocess model based on Information Technology Infrastructure Library)(ITEM
implementation. At the end of 201,/four new processesvere mappedand launched, namely Continuous Service
ImprovementManagement KnowledgeManagement,AvailabilityManagement and Capacitylanagement, which

will significantly strengthen etLISAS @ocess model, thus, increasing the quality of the services provided. Further
automation and integration of the processesecarried outin parallel.

The audit of IT operatios, performed by the Internal Audit Service of the European Commission (g8Yyided
assurance that the Agendyadset a solid foundation for its operational model, utilising industry best practices and
standards for service management such as ITIL/ITSM.

Operational management &urodac

During the reporting period, the overall availability and performance of Eurodac traffiavell as the accuracy of

the systemOAl AET AA EECE AT A xEOEET OEA ACOAAA 3,! 1 AOAI 08 .
basis by the etLISA Member State Support Service Desk.

The procurement pcess for the new Eurodac MWeédntract was concluded and the new contract signed on
270ctober2017. The National Access Points (NAP) maintenance will be covered by the previous aamtitacid-
Woxn j OEA éxpirkdatA of impl@ertali@n)O The duration of the new contract is 3+1+1+1 yestls a

total budget ofEUR22.6 million. A number ofurther projects and activities are in preparation for execution through

the new contract, starting in 2018. The new contract will be covering elements such as the initiation of services
related to takeover from current contractor, cattive and adaptive maintenance, functioning of the local service
desk, evolutions (major/functional/technicahfrastructure related/identified/noridentified), MS technical training,
technical assistance, as well as handover tasks (at the end of theaobntln addition, the new contract puts in
place a stricter SLA with set of additional KPIs used to measure contractual performance.

Operational management &8iS Il

During the reporting period, the SIS déntral system was monitored round the clock af@EA OUOOAI 60 1 C
performance was within the agreed SLA levels. An important incident (datddnbary2016) was finally and

completely resolved in 2017 (the root cause investigation was finalised). Nevertheless, the fact did not affect any
normal opeations or the availability of the system.

During the reporting period, the availability of the Sl®dhtral system was impacted by some incidents related to
the network and a bug introduced in release 8.2, wtatfectedmainly Belgiumright after theirincident on 24July.

SIS 1l test services for Member States were carriedagcabrding toplan:
9 Tests for Croatia integration passed successfully

1 Tests forrelease 8.3 passed successfully
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91 Tests for SIS Il AFIS for pilot Member States passed successfully
1 MS are receiving full support from dedicated team througl/Package6.

Regarding the transition for the new SIS Il MWO, tender phase 1 was delivered. SIS Il tender phasei@dsdoeg
to delays irthe SIS Il MWO

Operational management ¥1S/BMS

During the reporting period, the service management activities for VIS/IBMS were delivered in their full scope,
followingew, ) 3! 80 1T BDAOAOGEIT T AT 11T AAT A pahdedrepbris weeEpfovidediaha  AEOA T
quarterly basis, in line with the in@dt resolution times, which are measured in thH€ Service Manager 95M9)

tool. The general performance of VIS and BMS, as set out in the SLA, was at agreed levels.

Regarding the daily operations, in 2017, 26Blion VIS operations were processed ¢b8ncrease), up to 13900
operations per hour at peak hour were achieved, which is a new high score for the peak usage, tRemvdRimum
throughput is currently 45000 messages per hour. BMS capacity and performance are adequate fOdSof
VIS.Inaddition, for the central system performanceno major deviations were found.

On 1January2018 00:00 UT@here were 52.29%nillion visa applications, 52.27illion facialimages and 44.&nillion
fingerprint sets in the VIS database. The five biggest VIS users are France, Spain, Italy, Poland and Germany. The
five most active VIS regions are Russia, East Asia, North Aéaséern neighbouring countries arttie Gulf region.

The averagdime between visa application and issuanisél.7 days.

In 2017, the service was unavailable for 0.92 hours due to system failures and 22.8 hours due to planned
maintenance.

Evolution of the systems

eu-LISA continued to evolve the systems under fitenagement, in accordance with legal requirements and
Member State§operational needs, in order to further enhance their capabilities. The adoption of a clearly defined
singleChangeManagementProcess by etLISA has introduced a more coherent and audieaapproach to system
evolution and maintenanceand this was continued. The Agency also facilitated the refinement and optimisation of
processes through regular review of emerging technologies and their potential application. Further, the Agency
continuowsly monitored system@performance and servicéevels provided. Continued enhancement towards
existing services and alignment of systems with business needs based on the established roadmap for each system
weredelivered.

The main achievements in 2017 tlre evolution of the systemsan be summarised as follows:

9 EurodacCentral Unit CU/Backup Central UnitBCU synchronisation improvement project successful
completion;

integration of Croatianto SIS Il;
development of AFIS for SIS Il (slightlglayed);

entry into operation of the Visa Code Plus project;

=A = =4 =

VIS Recast Study delivery to the Commission and thes Wighin the agreed deadline
Evolution oEurodac

The Agency has fully implemented the changes in the Eurodac system as set outr@c#sé Regulation applicable
since 2Quly2015. In MagR016, two new legislative proposals were mad@ne concerndurther steps to align
Eurodac and size it properly to cope with new legal provisiéghsg¢dac RecaytThe other one is the proposal for a
Regulation reforming the Dublin system, which establishes an automated system, which will allow the registration
of all applications for international protection and the monitoring of each Member Skasbare in all applications
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and of the corrective allcation system.The development of this new system is dependent on the adoption of the
respective legal proposal.

In 2017, the scope of the 2016 Eurodac capacity upgradertitliGn records was extended to 2017 and deployed
into production during the repding period. The system is now sized tenillion records (1900 transactions per
day and 500 transactions per hour)Formal project closure activities (prerequisites for the Final System
Acceptance) have been finalised.

The CU/BCU synchronisation imm&ment project was successfully completed and deployed to production on
29 November. A maintenance exercise in production including a switelr and switckback to/from BCU was
successfully performed in Decemb2017.

Europol, the EOT PAAT 51 ET 1 & Gagdndy,kas BebenablaxdoAniechtdb Burodasince July2015when
the provisions of the Eurodac Recast Regulation came into force. Sinclurz2017, Europohas started
performing searches against the Eurodac databpsesuant toArticles19 and 21 dRegulation (EU) 603/201Baw
enforcementsearches performed by Europol a@ategory Bsearches@ategory Sare law enforcemensearches
by MSs, already in use since 20ily2015). Europol currently is not directly connected to the Euramentral system,
but conducts the searches by using the Dutch National Access Point.

In 2017, Eurodac equipment (ppeoduction) was physically moved the data centre (project completed) ath the
eu-LISA coordinated updates on the standaseld NAP solution used by many gifér their connection to Eurodac.

Evolution ofSIS I

The SIS Il Roadmap was continuously revised and implement@®17 taking into account the requirements of
Member States, to ensure the appropriate level of system evolution and the requisite adaptive and corrective
maintenance measures. ellSA took the necessary measures to ensure that the availedymcity of SIS lwas

enough to successfully fulfil its purpose. Evolutions and changes have been responded to and implemented as per
Change Management Processes, and integrated into the release plan in consultation with the stakeholders.
Regarding the alignment of the SII® central system to new/changed user demands, thesitgeived the first
version of the simulator in 2017.

Furthermore, following the study on feasibility of implementation of biometrics in SIS I, developebebyoint
Research Centre and a technicalidy made by the Agency, both delivered in 2015;ld8A had to introduce
biometric capabilities in SIS II. The implementation of biometric matching capabilities in SIS Il (AFIS), initiated at
the end of 2016, and a number of Skeelated activities, reprioritised from 2016 to 2017, are in progress as agreed
with Member States. For AFIS, the requirements fitvase 1, detailegbroject analysis,the design phase and the

build phase forcentral system infrastructure and application have been completathe first phase of integration
testing with Member Stateshat implemented the biometric queries lasted until mi@ctober and regular Project
Management Forum meeting wereheld either faceo face or by web conferences. Two training sessions fos MS
took plae in October and November. Give has been delayed ymonth and will now take place at the beginning

of March2018.

An important technical release to SIS Il was delivered in November, as per agreed release plan, incorporating
relevantoperating system patches. Fronthe MSO perspective the release included some urgent changes in the

code tables on firearms and a modification of the Extend Alert functionality, which would send amszssage

instead of a warning. Frora central system perspectie, the release also contained a NIST (National Institute of
Standards and Technology) logging optimisation. As for the SiéntralsU OOAT | #3q OEI 01 AOI O POI
beta version was delivered in mMovember, and the final delivery of the GBnulator isexpectedin January2018

(including training).

With regard to the planned studies, there was a deétayhe delivery by the contractor of a study necessary for the
implementation of the project to increase the SIS Il capacity/performance sySitee-tune functionalities activity.
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For this reasonimplementationof the project was ndongerpossible under the present MWO contract. érfore,

the Executive Director of ellISA using the delegated powers from the Management Board and from thetpafin

view of sound financial managemerdecided to transfer the implementation of activity 2.1, Binalisation of the

project to increase the SIS Il capacity/performance system/fime functionalitiegas describediney ) 3! 80 Wd X a
110 REV 2 Single Programming Document 2017 from the year 2017 tb 2018

2ACAOAET ¢ #0O1 AOGEAGO EIT OACOAOCEITT ETOI 3)3 ))h &O0Ii A O
ready for integration to the CentteSIS.Accordng to Council Decision 2017/733 of/25il 2017 on the application

of the provisions of the Schengescquisrelating to the SIS in the Republic of Croatia, as day2017, alerts

covered by Decision 2007/533/JHA and EC Regulatid®®Ba/206 of the European Parliament and of the Council,

as well as supplementary information and additional data connectethtuse alerts, may be made available to

Croatia. The first Create/Update/Delete operation from Croatia was done in 20h@é. The SISupplementary

Information Request at the National Entri€éSIRENESchengen evaluation of Croatia was carried out between 18

and 22September2017.Regarding other M8 idtegration into SIS II, Ireland has informed about the statugsof

integration plans planning to go live in Q2 2019. No changes have been reported by Cyprus and Iceland.

eu-LISA supported the European Commission and thesiiSmplementing the Schengen evaluation mechanism
in the area of SIS/SIRENE. Experts from Atgency supported irtheir role of observer all the evaluation missions
carried aut in this area, namely the evaluatisof Croatia,Denmark, IcelandNorway, Portugal, SpairSweden, and
the United Kingdom.

Evolution oVIS/BMS

Having finalised the rollout of VIS in 2015 af& Maiphase 2 in 2016, eullSA continued the VIS and BMS capacity
assessment and forecast exercise in order to better align the systems with business requirements. In addition to
incorporating additional Member States, it was also envisaged that newtfanalities will be integrated in these
systems, with reporting and statistics to be improved.

The new VIS (version 3.0) entered into operation oMag2017 (Visa Code plus project); it introduced changes
mainly stemming from the Visa Code, as well &smges aimingo further support the business itself. The new
version better supports the consultation procedures, the future integration of VIS Mail and the management of the
List of Authorities. It also supports the future functional integration of CraaThat was one of the most complex
and impactful releases ever deployed in VIS since 2011. As any failure would have been immediately visible to the
whole Schengen Areaaffecting bothborder and consular levels), the Agency took sufficient measures to ensure
sucha scenario would not occur. Hereby, M&nd euLISA met for the last time on 3dugust2017 to discuss the

b Ol EldsBoddddrned, which resulted in the delivery of theatdd lessons learned report (B2ptember2017).

The main observations were that the activity wdsliveredsuccessfully andn time. Duringentry into operation

(EiO), no data verelost and all data migrated successfully. There were no major/blockings$sduring the gdive

and the 4 months dedicatetb Final System Acceptance. Intensive testing campaigns were successfully executed
along with recognition of lessons learned and following recommendation/improvements for future projects. The

competencies, capabilities and expertise.

For VIS Mail, the communication mechanism allowing the transmission of messages betwegridMte VIS
infrastructure, there were no major issues detected. The business supported by VIS Mail was continuously
monitored and analysed. The results of this analysis and the related actions for thargliBansmitted to them via

the regular InfoVIS Task Force conference niegs.

Following the EiO of VIS Mail phase 2 back in Janai, the InfoVIS Task Force continued analysing the critical

8Decision Na®1/2017 of 14/09/2017 of the Executive Director of the European Agency for the operational managementsddéed€ systems
in the area of freedom, securind justice
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business supported by VIS Maihmelythe Schengen consultation and @ost notification procedures, as well as
the procedures suppted by VIS Mail phase 1 (operational since Octdli#l1). The results are reported at the VIS
Advisory Group anthstitution levels and will further strengthen the argumentation for the modification proposals
of the VIS Regulation (VIS Recast).

Regarding the Implementation dhe VIS/BMS endo-end testing platform, two Impact Assessment Reports (AR
were drafted and validated, one for the implementation of the enhanced-em@&nd background databases, and
another one for the implementation dhe standardsed testing tools and migration of the first set of existing test
cases.In addition to this, the detailed design of the technical solution was delivered, reviewed and accepted, two
background databases were generated for VA8dthe remainirg ones are under development. Last but not least,
varioustest design documents and user manuals were delivered.

For the projects @uning of VIS transactional throughpfit@uning of BMS transactional throughpd&nd BMS
database increasgthe Impact Assssment Reports were delivered by the contractor and verified and accepted by
eu-LISA. In addition, two specific contracts for the VIS/BMS transactional throughput alignment and the BMS
database upscale implementation were signed in Deceni&7. The detéed design of the technical solution is
planned forthe secondquarter of 2018, along with virtuadation, security assessment phase 2 and VIS/BMS
virtualisation implementation and qualification. Féine enlargement of tha8MS database, the entry into opation

is planned for Q4 in 2019. Regarditige enlargement of theVIS database, significant improvement in traceability
between design documentation and the supplies installation process was required in order to secure the next steps
of implementation andqualification. euLISA had to invest additional efforts in order to guide the contractor
towards an improved organisation. The overall design has been delivered buletaled technicaldesign and
specifications are subjects of a future delivery. Thddaof the solution is partially delivered.

The takeover and handover between MWO contractors for VIS and BMS was successfully completed and the
transfer of knowledge, setip of new contractor organisation and baseline of cooperation framework authISA,
in terms of quality, processes and service level agreement were duly set up with/by thelMiM@ractor.

Furthermore, Europol carried out the preparatory work for access to VIS/BMS in the course of 2017, subject to the
inclusion of the VIS prog in its annual work programme. eulSA will provide all necessary assistance to support
the integration and any such similar integrations. An acti@{S new users integration: Eurojiis planned for 2018.

Following the overall evaluation of the VIBased on Articl&0 of Regulation 767/200@8he VIS Regulationand

Article 57(3) of Regulation 810/2009 (the Visa Code), in Octdb#6, the Commission invited duSA to provide

an assessment of the technical and financial implications of some of thleigans. euLISAS &sessment served as
abasis for the legal, technical and financial justification of the proposal (VIS Recast proposal). During Q1/Q2 2017,
MSs, the Commission and elLISA further reviewed and commentexhthe IAR, andon 10July2017 the final draft

of the 1AR, together with the document inspection sheet including the remaining open topics, was delivered. The
next steps are now for M&ndthe Commission to continue the discussion and negotiations on the topic.

Finally, the project ofncreasing theVIS databasé @pacityto 100million visa applications has been triggered and
alsocovers the virtualisation of a number of core execution components. In parallel, the technical study &ming
improve the system architecture and bring ¢hdesign and technology stack of VI to the state of theart was

started, with the targetf supporting a future activilh A OE OA AT 1 ZAECOOAOGET T AT A EI bOI OE
scalability.

In addition to the SIS/SIRENE area, last yeat E3A at the requestof the European Commissigrsupported the
Schengen evaluation mechanism in the areatloed Common Visa Policy (including VIS) too. Experts from the
Agency participated in liree evaluation missions jointly led ke Commission and one MSiamely euLISA
supported evaluations carried out at the Danimnsular posts in New Delhi (India) and in Bangkok (Thailand), the
Icelandicconsular post in Beijing (China) as well as the Spatasisular posts in Malabo (Equatorial Guinea) and in
Tangier (Mbrocco).
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Secure communication infrastructure

The Agency continues to be responsible for the supervision, security and coordination of relations between Member
States and any thirgparty provider for the communication infrastructure for Eurodac, SIS Il A& BMS (tasks

relating to the operational management of these systems can be entrusted to-{dudy private sector providers

or other bodies). The Agency shares the responsibility for the management of the communication infrastructure

with the EuropearCommission, which is responsible for all other tasks relatinig, io particular those tasks relating

to budgets, acquisition, renewal and contractual matters. The network provider is bound by the security measures

that are laid down in the basic instrill OO0 &£ O AAAE OUOOAI AT A EAO 11 AAAAO
data. The Agency will continue to ensure that these contractual provisions are respected and will continue to
maintain and monitor these networks throughout the reporting period tosere their ongoing security and

reliability.

Secure and reliable communication infrastructure is a continued outcome. In 2017, VIS alha@iBnunication
infrastructure migration from sTESTA to TESTT was completed. After the migratigthe decommissining of
STESTA infrastructure started. Ale main elementssuch as theSecurity Operations Centrand Central Service
Domain were decommissioned before the end of the year.

During 2017, edISA continued to be responsible for the respective communications and information exchange

Pl AOEI O O j3)2%. % -AEIh $OAIE. AO AT A 6)3 -AEI wqs 4EA
relevant communication infrastructe, a task it currently shares with the European Commission. The DubliNet
operational management services were delivered in accordance withMamorandum of UnderstandingMoU)

signed by the European Commission.

Thepilot infrastructurefor the secondenayption layerof VISwas deployed and tested with Member States. The
fall-back solution market study was completedtor VISMail, the communication mechanism allowing the
transmission of messages between Bl8ia the VIS infrastructure, there were no majissues detected. The
business supported by VIS Mail was continuously monitored and analysed. The results of this analysis and the
related actions for the MS arteansmittedto them via the regular InfoVIS Task Force conference meetings.

As part ofthe unified network study,the Agency preparecda legal impact assessment and shared it witie
Commission. The contract for the study itself was arranged and the work on the study has been started.

The Agency arranged the contract for the Advanced Network Statssand started activities on the study.
Development and implementation of new systems

With a view to other systems that are likely to be incorporated into the mandate fl8é in the coming years, the
Agency closely followed the negotiations on tEeiropean Entry/Exit Systenfor which the legislation entered into
force on 2December2017. In particular, the Agency supported the discussions of thiegislators on the file
providing relevant factual information pertaining to the technical feastpilof the system that enabled positive
progression of discussions. Additionallgiven the high political priority of the file and the clear indication from
stakeholders thaentry into operationof the systemshould beas close to the initiallglated golive date in 2020 as
possible, the Agency established an EES preparatory project that ran throughout 2017. The dedicated team set up
worked to define technical requirements and specificatipasd elaborated draft system architectures to the
greatestextent possible. Member States were engaged to guide the work and ensure alignment of the most crucial
elements from the beginning. This allowed the publication of the first phase @llafor tender for a framework
contract for the implementation and maintemaece in working order of theéEuropean Entry/Exit Systenon
30August. In addition, extensive recruitment was undertaken to ensure that new HEatSised staff could be in
position immediately after the legislation was adopted.

Following the proposal for thenplementation of a European Travel Information and Autlsation System (ETIAS)
in late 2016, the Agency supported discussions at Commission, Council and Parliament levels, providing its technical



27 EULISA CONSOLIDATED ANNUACTIVITYREPORT

expertise and insight. With such positive suppa@tgeneanl approach was reached at thkistice and Home Affairs

(JHA Council meeting of ®JuneWd X ¢ AT A OEA QCililRibeni€s, Jusfice @rid Mom AfGR@BE
Committee was adopted on 23ctober2017. Interinstitutional negotiations on the proposale ongoing. Fact

finding missions undertaken to the USA, Canada and the Australian High Representative in London in 2017 also laid
the groundvork for more efficient and more optimal system developmenplementation and maintenance
activities in the coming years subsequentgdotential approval of the legislation, enabling duSA experts to learn

more about national systems that fulfil similar goals to those of ETIAS.

The Agency has also closely falled the negotiations on the proposal for a Regulation on establishing a centralised
system for the identification of Member States holding conviction information on third country nationals and
stateless persons to supplement and support the EERISI. Thenew ECRISCN system would allow the efficient
identification of Member States having convicted third country nationals or stateless people. Identified Member
States can be requested to provide conviction information through ECRIS. According to the ptopesdSA will

be responsible for the development and operational management of the ETRI systemand thecentral system

will also be hosted by the Agency. Ob&cember2017, the JHA Council agreed on a general approach on the draft
Regulation. The&8 O , )" % #1 11 EOOAA xEI 1 AAAEAA 11 OEA bDPOI bl OAA
in Januan2018, to be followed by the interinstitutional negotiations.

Towardsinteroperability of EU large-scale IT systems

The European Commission tabled twooposals for establishing a framework for interoperability between EU large

scale IT systems in Decemhl#®17. The publication of the proposals was the culmination of significant work
undertaken by stakeholders in the preceding months-ld8A was a kegontributor in this regard. In the early
iTTOEO T £ woxéeh EO Ai1OEI OAA O OOPPI OO0 OEA #I1 i1 EOCOET
Interoperability (HLEG)as well as its three subgroups, providing material input on matters such as datyqof

systems, data architectures and draft timelines for component development while also more generally supporting
discussions with its knowledge and expertise. A criusgctional task force comprising five staff members
established to contribute to His work drove this process throughout, enabling contributions from the entire
organisation and ensuring that the discussions, touching topics of a diverse naturdfantrg all Agency systems,
infrastructure and organisation, benefited from horizontahowledge. The outcomes of the HLEG process were
AADOOOAA ET OEA cOi Obb O20UEEThéAAgen® Adiin@ed s whrk dnlirfe@pefaldility ET - A
thereafter, delivering a feasibility study on a shared biometric matching service that was figraelivered tothe
EuropeanCommissionin November2017 to support drafting of the legislative proposaisaddition, it provided full

support to discussions amongst Member States and other stakeholders if\theking Party on Information

Exchange and Bxa Protection (DAPIX), Friends of the Presidency group.

The concept of a data warehouse for improved provision of statistical datanvehsdedE1 OEA (, %' 8 O A£EET .
andin the legislative proposals on establishing a framework for interoperability (COM (2017) 973 final and COM
(2017) 974 final) published in DecemB6d7. The solution AAOAOEAAA AO A O#Al OOAT 2APDI

30AOEOOEAOS E posaldE & inténled ipoide & tommebénsive solution for sharing reports for
policy, operational and data quality purposes.

The inclusion of the concept in the legislative proposals followked completion of a dedicated feasibility
study/technical impact assessment that was formally submitted to the European Commission in Noveaié&r.
Consultations and discussions withe Commissionthroughout the study enablethe Commissiorto fully take on

board all considerations during drafting of the legislative texts. The study examines data protection aspects of any
potential solution in addition to examining appropriate technical arrangements for implementation; the European
Data Protecton Supervisor (EDPS) was consulted on the matter during the study angl thé® A O ihgubthkérd O
fully on board during finalisation of the eventual report.

eu-LISA will continue its preparatory work to the extent possible as discussions on the legigledposals continue.
The central repository for reporting and statistics is scheduled to be the first interoperability concept to be
implementedif the textis approved and it isslated for development in 2019 according to the legislative financial
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statement. Therefore a proof of concept exercise is planned in 2018 in order to ensure technical readiness for
procurement and implementation once the relevant legislation is in place.

Security

Security is a core element of all activities undertaken in afotlised organisatiosuch agu-LISA, for leglreasons,
but alsoin its roleas a centre of excellence in the provisions of IT services, emphasising assurance of system and

data securityil1 1 1T £ EOO AAOEOEOEAOG8 $O0ET C woxéh Obpdrade CAT AUB

OAAOOEOU I AAOGOOAOC AiT AAOT ET ¢ Al OE DPEUOEAAI AT A OUOOAI

mandate. As a core element of its Infortien Security Management Framework, the Agency establishes, operates
and continuouslydevelops its Information Security Management System (ISMS), in compliance with the relevant

ISMS standards and 1IS®¢ ®dX8 4EA | CAT AUGO OAA Ore &g Gurtherilevelofedahd AT A

improved, incorporating security standards and procedures based on the relevant policies and standards of the
European Commission.

To ensure that the central systems of Eurodac, VIS and SIS Il will continue to comply strictly with the requirements
of their respective regulations in terms of data protection and security and with international best practices in terms
of information secuity, the Agency continued to strengthen anghgradethe security framework and procedures

for the organisation itself, the systems under its management and the relevant communication networks.
Continuous monitoring and management of the residual riskskiptace throughout the year to provide assurance
that the appropriate security controls for the IT systems underld8A management have been properly
implemented and managed. In particular for VIS, the implemented security and business continuity measuees
tested in Octobe2017 through an operational disaster recovery exercise together evitht Member States.

The cooperation with the Member States and other Bgencies has been maintained at the level of exchange of
knowledge and best practices thugh the biannual meeting dhe Security Officers Network. The group of experts,
chaired by ed ISAS Security Officer, discussed the development of the threat landscape, latest trends in the
security and business continuity fieldnd ways ahead for the security community. One of the Security Officers
Network meetings was organised together with the Europol Security Committee in Tallinn, under the auspices of
the Estonian Presidency of the Counciltioé European Union.

Data protection

The Agency continued to ensure full and rigorous compliance with all data protection provisions concerning any
access to data in the systems under managemantdit also carried out the data security tasks assigned to it under
the legal instrumentsdr the systems that it operates. The Agency maintains a full data protection regime regarding
its administrative operations and information systems, including definition of baseline privacy requirements, privacy
notifications as well as regular checks,pestions and audits.

Notification processes were adapted accordinghe relevant legal basgand early privacy impact assessment was
instigated for all processing operations, adopting the principles of privacy by design whereby privacy and data
proteciol AOA Al AAAAAA OEOI OCEI 60 OEA AT OEOA 1 EEA AUAIA
the European Data Protection Supervisor continued to be a pripeityl ISA tookappropriate measures to respond

to the%$ 0 3eGomendations and proviet relevant information on new developments.

Further to that, he 45t Data Protection Network Meeting took place on Btay and 1June in Tallinn. This event
allowed all the Data Protection Officers (DBCfrom each European Unidnstitution, body and agency to meet,
discuss and brainstorm on data protection matters related to their daily work. Around 70 participants joined the
debate,in whichthe newly adoptedseneral Data Protection Regulatig@®@DPR, which will fully apply iMay 2018

to all the processing of personal data time European Unionand by the European Uniorinstitutions, was also
discussed. Currently, Regulation (EC) 45/2001 frames the data protection requirements that the European Union
institutions, bodies andagenciesmust implementwhile processing personal data. This text is now under revision

align the data protection rules with the GDPR and the future ePrivacy Regulatibichoffers ahigher standard of
protection during processing operations made by European Union organisations.

E

| A
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On 1415November, edlLISAS MPO attendedhe meetings of the Supervision Coordination Group of BIBurodac
and VIS, which were held in the European Ramknt. The Agent) B0 made a presentation on the status and
technical performance of the three larggcale systems undethe operational management of e lISA and
answered the questions raised by the MS representatizs.16November, thethird JHADPO network meeting
was held at Europoln The Hague, whereu-LISAS BPO made a presentation on the proposal for a new regulation
of erLISA andhe aspects of interoperability.

Reporting and statistics

As in previous years, technical and statistical reports on Eurodac, SIS Il and VIS were diliseceddancewith

the legalbasis In this context, the Agency looks forward to the adoption of the revised legal framework of the IT
systems as well as thé revised etLISA regulation.

As partoftheiifth) T £ O AGET 1T - AT ACAI AT O 300AO0ACU j)-3q AAOQEI1
Data Quality in Largescale IT systems was approved by the Council Working P@iti?) on DAPIX on
1December2016 (document 13301/1/16). Following this, dedicated meetings were arranged with Member State
experts to define possible statistical indicators on data quality to support Member States in improving the quality of
data contained in the systems. Eddencies, icludingthe European Border and Coast Guard Agency (Frontex) and
the European Union Agency for Law Enforcement Training (CEPOL), were engaged regarding the possible inclusion
of dedicated modules on data quality in relevant training materials.

For 2017, the following specific reporting requirements were addregsadcorcancewith the legalbasis
9 SIS Il 2016 annual statistics published and submitted to the EU institutions ir2A il
9 SIS Il updated list of authorities publishigdthe Offidal Journal of the EU C 228, d4ly2017;

M SIS Il technical report (covering 202616) published and submitted to the EU institutions in
November2017;

Eurodac 2016 annual statistics published and submitted to the EU institutions ireMig;

Eurodac updged list of authorities publishedoneu) 3! 8 O x ARAEOA ET * O1 A
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Eurodac 2016 annual report published and submitted to the EU institutions irR0al,
1 work started for the VIS biannual technical report.

A full update on progress made under the Actidtlan was provided to the DAPIX Working Party on
30November2017. As the work on the plan continuése Council intends to include a followp to this plan in the
sixth IMS action listcurrently being finalised.

Provision of systems training to MemberStates

The Agency continuously provided appropriate training to Member States on the technical use of Eurodac, SIS Il
and VIS, and also for SIRENE staff, Schengen evaluation team members and lead experts on the technical aspects
of SIS II. In 2017, the Agey delivered a comprehensive training pld® training sessions, in total, on various scales
andin variousformats, from small workshops to large classroom courses, and from handsaining to webinars.

The full list of trainingcourses that were delered throughout the yeais presented in Annex VI. It should be noted

that all scheduled training activities were delivered as planned. The number of participantsLitBAUMS training

was 848 attendees from all MSAssociated Countries arabuntries nev to using the systems.

The average participant satisfaction rate in 2017 was 88.9r 4.48 out of 5 (basel on KPIs) which clearly
demonstrates a very high level of satisfaction among trainees oiLISA courses, and signifies the overall added
value of the training delivered in 2017 (for comparison, in 2016 the satisfaction rate wa$/88r1%.4%ut of 5.
Trainingactivities are summarised in the annual implementation report, which will be submitted to the AGs and
National Contact Point network representatives at the beginning of 2018.
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The update of the edISA Training Strategy for Member States for 22020 has ben initiated in close
consultation with various stakeholders, particularly with the network of National Contact Palifits.objective of
the update is to bring it in line witbu-LISA® updatedlong-term strategy 20182022

The new edLISA MS trainingramework, entitled Development Training Programme for IT Operators (DTPITO)
launched in 201D TPITO was created to better respond to Member Stétiesning needs and to offer the national
IT operators a comprehensive and systematic approach teL&BAtraining activities. Theprogramme has been
created for all thresystems: Eurodac, SIS Il and VIS. Di®énables participants to enhance their knowledge from
beginner to expert level onthree-step path: Entrylével 1(L1)), Intermediate (L2) and Advaed (L3). The training
is supported by a combined approach of training methodologies comprisiegueses, faceo-face training and
assessment tests. DTPITO has received very positive feedback the participants and M§ The average
satisfaction rate 6r thefour courses that took place in 2017 was 9%&4.54out of 5.

In 2017 eu-LISA also moved from a SharePoibased elearning platform to a Moodlébased Learning
Management System. Launching the new-eISA Learning Management System for BIS one crucial prerequisite

for building up and implementing online and blended learning concept based training. Todayl-gaming
Management Systen{LMS) provides MS usewgith unlimited access to learning content (training materials and

activities, adiitional materials and training communitygach indiviluA 1 li§t ©f trainingattended, online learning

modules that are available for all users of the LMSup-to-date training calendaranoverviewofew, ) 3! 8 0 OOAET E
portfolio, etc. TheNational Catact Points(NCPs) have access to all trainicgurses inew, ) 31 80 , -3 O 1 A
and support the participants. The network of NCPs ales itsown space inthe LMS, to provide and share

information about news, ugio-date training plars andquarterlytraining reports.

Activities under Strategic Goal 2: Become an acknowledged information and
communication technology (ICT) centre of excellence and service provider

Continued development towards a centre of excellence in ICT services and corporate govance

euw-LISAhascontinued to maintain and refine thénternal processes in placelated tooperational management of

the systemsfollowing standards and best practice of ITHy further developing and strengthening ellSAS IDSM
Framework Necessarymprovements in etLI1SAS iGtegrated ITSM toolerealsointroduced throughout2017. The
ITSMphase 2 projectvas launchedwhich includedthe following processes: Availabilitlanagement, Capacity
Management, Knowledg&lanagement and Continuous ServicepnavementManagement. Their implementation

is scheduled for 2018, together with the implementationasf AdvancedReporting Solution, for which a specific
project is going to be launcheat the beginning of 2018, starting with the study phase, for whick fireparation

was done in 2017. Aied at simplifying everyday communication with the ellSAS €ntractors as well a® have
more efficient reporting of their performance, based on agreed operational SLAs and KPIs, in 2017 atpigijeet
contractorsaccesso ew-LISAS iBtegrated ITSM tool was initiated. The realisation of the new ITSM processes, in
particular of Continuous Service Improvemeavianagement, putting in place the Advanc&eporting Solution and
having all the etLISA contractors already using eulLISAS @dtegrated ITSM tool, will significantly increase the
efficiency of the everyday operational activities as well as of the measurewfarid reporting on the agreed SLAs
and KPIs. Thus, ellSA will be able to further identify and implemeacttivities to improve service quality and
improve the efficiency and effectiveness of the established ITSM processes and service model, also improving
significantly the costeffectiveness of delivering IT services without sacrificing customer satisfactomther
coordinated integration of the IT Serviclanagement processes aims at providing ongoing control, greater
efficiency and opportunities for continual improvement of-€ISA services.

In addition, the Project Portfolio Management processes were atnéned for efficient delivery. Further
development of the Microsoft Project (MSP) platform with integrated planning, resource allocation and
dependencies across projecis ongoing.

In the middle of 2017, aBnterpriseProject Management Office (EPMO)aw established within the Agency. The
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EPMGB @ission is to integrate and monitor all duUSA projects and programs, as well as to contribute to internal
governance within the Agency to ensure transparency, accountability and the deployment of industdastblnest
practices in the area of project/programanagement this results in the stakeholdesatisfaction and enables
better internal governance, serving as a focal point for information collection and exchange between the internal
bodies in the Agency. The Agency also continued to evolve its project management framework, baBedjects

in Cortrolled Environments PRINCIE2.

A key element inthe development of the Agency as eentre of excellenceis continuous and transparent
engagement and dialogue with its stakeholders, primarily the Member States and the European Commission, which
was carriel out through the year. The Management Board and the Advisory Groups serve as a platform for this
engagement. At the same time, the Agency aimed to have open dialogue and established and developed its
partnerships with other agencies in the area of ICTagaance as per its mandate.

In accordance with Articl81 of the Agency Regulation, the Commission, in close consultation with the Management
Board, performed an evaluation of the Agency, which was faedliin Februar016. As pethe Establishing
Reguldion of the Agencythis evaluation assessed the way in which the Agency contributes to the operational
management of largescale IT systems and its role in the context of a Union strategyingifar a coordinated, cost
effective and coherent IT environmgat Union level that is to be established in the coming years. The findings and
recommendations stemming from the external evaluation of the Agency have been adequately followed up through
an action plan. In Marck017, the Management Boar(MB) adopted the action plan on the notegislative
recommendations presented by the Execution Direct@nd in NovembeR017 the MB took note of its
implementation status update. Als@s expected, followng up the evaluatiorby the European Commission, in 2017

a proposako amend the mandate of the Agency was made, taking account the recommendations put forward in
the evaluation.

Growing the Agency® technology and business expertise
Change management

The ChangeManagement Process ensures a coordinated and transparent approachthe identification,
assessment and implementation of necessary changes in the systems managed by the Agency, at present Eurodac,
SIS, VIS and BMS, to ensure they are in line with the needs of the Member Statdeataelopmentof the legal
instruments govening them.

In 2017eu-LISA received 9 newhange requests@Rs) on SISl (and closed 6), 16 new €& VIS and BMS (and
closed 25) and 3 new €8n Eurodac (and closed 6).

Comparedwith the previous year, the total number of new CRs received in 20T@ated. However, the complexity
of the newchangerequests to be assessed for implementation remains high. The effort requiréldeopart of both
MSsand euLISA is unchangedr even increasedby the complexity of the proposed changes and the impact these
have onnational systems andhe central system.

Thanks to the excellent cooperation between Mgperts and etlLISA, within the Change Management Group, it
has been always possible to find an egment on the proposed technical enhancement and on the actions to be
taken to implement changes needed to maintain the systems in line with cumnenilations.

eu-LISA, by adopting the singl€hange ManagementProcess,has introduced a more coherent araliditable
approach to system evolution and maintenana@nd this was continued throughout the yedbduring the year
considerable efforts were made by the Agency to review and improve the Change Management Process in close
collaboration with Member States and the European Commissérd the work will continue in 2018. The Agency

also consults the DPO and the SecurityfiGer on the changes proposed in the Change Management Process,
following the PRINCE methodology. The main goal of the Change Management Process is to find resources and
achieve customer satisfaction. In 201ffe annual reportof the Change ManagemerBroup was presentetb the
Advisory Groups, receivinigvourableopinionsfrom Member States.
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Monitoring of technology

The O bnitoring of technologyfunction continued toexplore relevant technological developments in 204
accordcancewith the Annual Plardrawn upand presented to the Advisory Groups in Febru2®l7 It reported on
outcomes of this work to internal and external stakeholders. A report on IT securiBrotectinglargescale IT
systems developed and/or managed by I&Afrom modern threats was presented to the Advisory Groups in
February2017. In line with requests from the AGs in previous years, more emphasis was placed on project
contributions from research monitoring than hitherto.

Priorities for 2017 included biomeéts, technologies to improve IT system usability and data quality. Knowledge
assimilated fromthe study of biometrics provided significant added valuette Agencyd Work preparing draft
implementing acts on biometric performance and quality and on mimimstandards for equipment. It was also
OA1 AGAT O O AT EATAAT AT O T &2# OEA NOAI EOU 1T &£ OEA ! CAl
service. The Commissieled studies on a European Search Portal and Common Identity Repository, meanwhile
benefited from insight derived from study of technologies relevant to IT system usability and flexibility.
Furthermore, significant contributions were made to work drafting the EES system architecture. Research
monitoring on technologies to enhance tia quality underpinned significant work undertaken as the Agency
coordinated the Action Plan on Data Quality approved underfifta IMS action list.

Uuo

A report on distributed ledger technology (of which blockchain is the most-twedwn implementation) is being
drafted and should be made available to stakeholders early in 284& result o&fforts to ensure that outcomes

of research translated into tagible outcomes for the Agency and its stakeholders, competing demands (heavy
involvement of theResearch an®evelopment(R&D) Officer in work on EES and interoperability) and due to limited
resources (planned support to the R&D function could not be iglexy as initiallyplanned), the completion of the
final planned report on technologies for IT efficiency and disiendliness was not possible. All other activities
planned have been achieved:

1 Anindustry event toolplacein Strasbourg on une focusingon interoperabilityrelated topics

1 Actions defined within the Agency Action Plan on Data Quadityd enumerated in the roadmap were
implemented and MS wereupdated at the DAPIX WP in Decemi&17

9 Input was provided to discussions on interoperabibtyd the work of the High Level Expert Group on
Information Systems and Interoperability

M A panel discussion at the European Police Congress e2REebruary2017 as proposed in the roadmap
was organised and delivered

1 Presentations were delivered at theaBsenger Terminal Expo conference, BIOSIG 2017 Etirepean
Association for BiometricsHAB) Research Projects Conferencsc.

1 The annual conference was successfully delivevgth high-quality content

Technology Strategy

Following the Management Boafdi®commendation, ey, ) 3! 8 O 4AAET 111 CU 300A0ACU xAO
meetings (26 October2017), where it was agreed that a roadmap will be presemteahe of the upcoming AG

meetings. The roadmap development is currently in progress, as patof) 3! 8 O 4 AAET revanipgoU 3 OOAC
accommodate thenew developments afteits initial delivery.

Currently, all systems underey ) 3! 8O0 T PAOAOGET T Al 1 AT ACAT AT O OAODPI 1T OEAEI
of applications and infrastructure, arftthve separate sstof operational management tools. The challenge is that

with increasing demand, effort is required to scal&rent technology. Moreoverue to the current infrastructure

set-up, maintaining SLAs towards Member States is increasingiilehging and etLISAG existing technology

landscape requires a number of changes in ordezdseits current position, as well as to permit the provisioning of

new services (e.g. thEES ETIAS, etc.)While the current seup has been successful in providing stable operational
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management servicesg technology infrastructure in silos increases h€O. To create economies of scale and to
improve the current situation, eltISA shouldupgrade the technology landscape to ensurféexibility, service
delivery, security and reduced TCO. Based on this need, four areas have been identified as being the key domains
for developingeu-, ) 3 Teéh@blogyStrategy landscape

9 intelligent infrastructure? can help etlLISA to provide better service to Member States, collaborate and
innovate more effectively and reduce costs more predictably;

9 continuous delivery? creates value by enabling more agile, more frequent and more reliable building,
testing and retasing of software;

9 virtual operations centre combining endto-end monitoring with analytics, can help predict equipment
failures, reduce unforeseen downtime and derive insights reliability and maintainability;

9 advanced security processescan helpeu-LISA unlock the full potential of the collected data and provide
powerful tools in the perpetual battle against security threats.

Activities under Strategic Goal 3@row as the principal EU ICT technology centre and hub of
expertised

Partnerships with the Member States, EU institutions and other stakeholders

On 29June2017, the Commission presented the proposal for amendment to thel8AEstablishingRegulatior?,
wherea number ofchanges fronthe currently applicable edllISA Regulation are proposed. They stem both from
the recommendations of the external evaluation and from the policy, legal and factual context. Some of the
proposed novelties, in particular as regards the Agescyle in reltion to interoperability and data quality, were
already referred to in the Commission Communication oA@il2016 on Stronger and Smarter Information
Systems for borders and securify the final report of theHigh Level Expert Group onlInformation Systems and
Interoperability of 1IMay 2017 the Commissio® Seventh progress report towards an effective and genuine
Security Union of 18/ay2017?and the Council Conclusions on the way forward to improve information exchange
and ensure the interoperability of EU information systems afu®e2017% Negotiations @ the proposal are
ongoing and have been supported by the Agency fully as requesteddI®6 AEOAOOOAA ET OEA #1 0
LISA formation on 134July, 1%September and ®ctober and presented to the LIBE Committee on
7September2017.

In terms offuture system evolution, etLISA has strongly supported the discussions on the new legislative proposals
for SIS II, Eurodac and ECRISN in the appropriate Councilorking parties, working at the same time in close
cooperation with the European Commissioln aldition, in close collaboration with Member States and the
European Commission, the Agency has significantly advanced the prmiétiplement central AFIS functionalities

in SIS I, which results in the expectation that related functionalities will bdadola already in early 2018.

ew, ) 3! Al 1T OET OAA &1 Ai1 OOEAOOA OI OEA x1 OE 1T &£ OEA #
Interoperability in a constructive and proactive manner. As well as supporting discussions in the main group on
interoperability by providing its expertise to support analyses and providing supporting documents such as a draft

ABIS roadmap, the Agency was also a member of all three subgroups on current systems, new systems and

9 Proposal for a regulation of the European Parliament and of the Council on the European Agency for the operational manad¢anget
scale IT systems in the area of freedom, security and justice, and amending Regulation (EC) 1987/Z0@énaidecision 2007/533/JHA and
repealing Regulation (EU) 1077/2011 [2017/0145 (COD)]

107644/17

11Ares(2017)2412067.1/05/2017

12COM(2017) 261 final

1310151/17
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interoperability. Within these groups, &lsoprovided mportant material input, including reports on data quality

and proposals for improvement in this regard, a documentary overview of current system capabilities and services
provided and a draft data architecture. The final report of the group, published dfay 2017, includes a number

of recommendations for further work by the Agency that arise from proactive input and collaborative discussions

with the Commission, Eldgencies and Member States over the past 12 months. The agreement of the group to
investOOAE OOOOO ET OEA ' CAT AUsO AAEI EOU OiF AAOAT AA )4 OU
EO A OAOOAI AT O O1 OEA NOAITEOU 1T &£ EI BDOO DOI OEAARAA AT A
capabilities.

AEA (, % 860 AEl Al AR pheadboddahdlyse the technical and operational aspects of the
possible implementation of a shared biometric matching servitiee Agency thus took the lead on a shared BMS
feasibility assessment and completed the work in NovemP@i7, sharing the outcomes with the European
Commissiorto help the Commissiodraft the legislative proposals establishing a framework for interoperability. It
also strongly supported the European Commission in its studies on a European Search Po@ahamadn Identity
Repository, engaging in regular dedicated meetings to ensure that planned work is feasible and completa from
technical perspective. Improvement in the quality of data contained in lesgale IT systems is also emphasised as

a necessity ad, in this regard, the Agency acted as coordinator for an Action Plan on Enhancement of Data Quality
prepared in the context of théfth IMS action list. The plan was approved by the DAPIX WPRecémber2016.

The HLEG report recommends implementatiofithe Action Plan by the M the European Commission and-eu
LISA. The Agency has already implemented improved data quality reporting for the systems already in place,
examined possible use of common data quality indicators and sought to incorporatearglmaterial into training
curricula to a greater extent than is currently the case. This work will continue in 2018.

With a view to other systems that are likely to be incorporated into the mandate <fl8& in the coming years, the
Agency continued itpreparations for implementation of th&uropean Entry/Exit Systeiind continued to support
negotiations on the proposal for a regulation on the European Travel Information and Authorisation System. With
regard tothe EES, the Agency committed to sugiteparations early in 2017, by setting up a dedicated internal
project team to undertake all necessary tasks related to drafting technical specifications, recruiting the necessary
specialist staff and preparing and initiating all procurememng¢lated activties. Member States were engaged in
dedicated technical meetings and webinars throughout the year to contribute to the work and ensure that
requirements to the system are correctly reflected in its specifications.

On 250ctober, the European Parliament agdted the regulation foEEuropean Entry/Exit Systend the regulation
amending the Schengen border code in relation to the EES, adopting the text at Plenary. Bovathber, the
Council followed suit. The EES regulation came into force following pubtdicaih the Official Journal of the
European Union on 2Becember2017.

Stakeholder events with cooperation partners have been held to present and exchange views on the activities and
plans of the Agency, in particular the meeting with the Heads of Diplombtissions on 2Blarch in Tallinnwith

the JHA Counsellors on A8arch in Brussels and with the LIBE Committee members odp2017. During the
reporting period, edlLISA managed, on top of the planned visits and briefings, several-leigtl meetings ad
relatedinformative online coverageof the VIP visitors: the Estonian President, the Estonian Prime Minister and the
Commissioner for Justice, Consumers and Gender Equality.

Stakeholder events with cooperation partners have been held to presenftdencyd mandate, highlight business
processes related to eLISA® largescale IT systems and exchange views on the activities and plans of the Agency.
They included:

9 an official visit of the Commissioner for Migration, Home Affairs and Citizenship aadEgtioniarMinister
for the Interior on 7July2017;

9 an dficial visit of the Permanent Secretary of thdinistry of the Interiorof Finland and the Secretary
General of theMinistry of the Interiorof Estonia on 1@&ugust2017;

9 auvisit of the countefterrorism experts from the Working Partgn Terrorism (International Aspects)f the
Councilof the European Unioonn 4September2017.
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Partnership with other agencies

In relation to cooperation with otheagencies,eu-LISAcontinues to actively participate in and contribute to the

activities of the JHA Agencies Network, in 2017 chaired by the European Monitoring Centre for Drugs and Drug
Addiction. Within the reporting period, ey ) 3! 8 0 OADPOAOAT OA O EodAidpadidulbroditghA® OAA OI
meetings related to ICT coordination, training and policy. As an example of positive contributions in this regard, it

may be noted that the Agency took responsibility for coordination of bilateral arrangements for exchange of
CONFIDENTIAlinformation. In addition to that, theAgency is ready to provide necessary support to the next chair

of the Network theEuropean Institute for Gender Equaljtyith regard to the meeting of the ICT experts of the JHA

agencies At theexpert meetingon 2021April2017onO04 EA A@PAT AET ¢ ET £ OAT AA 1T £ OEA
cyberspace and the transformational nature of new technologieshallenges and opportunities for the work of the

JHAaC A1 A &hkidwias one of the priofy areas of the JHA agenci@s 2017 eu-LISA provided an overview of

relevant subjects fromthdaC AT AU O PAOODPAAOEOAS

Contributions to the preparations for the main event of the yeathe annual Heads of JHA Agencies meeting in
November20177? continuedin the monthsleading up to it exLISA provided relevant input to thignal report of
the Justice and Home Affailsgencie®cooperation in 2017, in particular highlighting topics on interoperability.
Group on Information Systems and Interoperability, the Ageixgxpeted to continuecollaborative discussions
and coordinate common work of the JH@enciesnvolved(the European Asylum OfficEASQ, eu-LISA, Eurojust,
Europol,the European Union Agency for Fundamental RigfE&A and Frontex).

In order to streamlinea common approach and to make joint contributions to the EU policy on migration, asylum,
security and border managemeneu-LISA proposedhat JHA agenciestake part in regular meetings with the
private sectorAccordingly, the invitation to the Industry Roundtable events organised and hosted biI8A will

be extended to all of the partner agencies in thestice andHome Affairs domain.

Detailed and specific Annual Cooperation Plans were ages®tisignedn abilateral basis with EASOCEPOLand
Frontex for the period of 2017 and 2018. The Memorandum of Understanding betwedriSA and Eurojusivas
signedon 19September2017.A Working Arrangement between elISA andthe European Union Agency for
Network and Information SecuritfENISA was finalised in 201and signed on 10January2018. Several projects
have been carried out with regular information exchange and sharing of best practices with partner EU agencies.
Prepaations foreu-LISAto host Frontex l8ackup sitealsocontinued in 201Avith a view to béng finalisedin 2018
euw-LISA and Europol, in collaboration with ttestonian Ministry of the Interior, joined forces to host a meeting
gathering national, Europearand international security experts on Nbvember2017. et ISA and CEPOL
contribute to more effective professional learning activities by jointly organising an annual codisen the
trainers SIS 11, VIS, Eurodac IT operaarticipants from EASTEurojust, Europol, FRA and Frontex contributed
to the fourth annual conference of eulSA on 17480ctober and were actively engaged in the discussions about
digital transformation ofthe JHAdomain, interoperability for internal security, data protecticemd fundamental
rights.

In 2017eu-LISA confirmed its availability to chair the Network of EU Agencies from M20&0 to Marci2021. The

Agency lookson the upcoming chairmanship as a great opportunity to further strengthen the role and position of

the BU Agencies Network in Europe. In addition to that, the chairmanship would providel®8 with an

opportunity to demonstrateits capacityasa pacesetter among other Eldgencies and EU institutions. It would be

an added value for thAgency to fulfilthe obligations ofthe coordinator of the EU Agencies Network and to manage

the. AOx1T OE8 O Adpbsiivd énd Qrciuted vilajA new objective was included the! CAT AU8 O b1 AT 1
document for following periods alongside-imuse preparations for thehairmanship.

Activities under Strategic Goal 4®evelop a modern, efficient and agile organisatiod

TheAgency celebrated itifth full year of operationin 2017 The challenge for the Agey in 201¢ontinued tobe
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the continuousconsolidation and rehement ofinternal processes, with an emphasis on further developing their
efficiency and effectiveness.

Strategic and operational planning

euw, ) 3! &-Brmistiategg forthe period20142020 needed an update after more th&years since its adoption.

The environment in which the Agency operates has changed significantly in terms of political and operational
realities,introducingnew challenges. Tprovide an adequate response to themthorough internal review of the
strategy was performegwith the participation of the management tearaf the Agency and expertsThe review
involved analyses of the current achievemerttss external and internal environment, and thésion document of

the Executive Directgrwhich hepresenedto the Management Board in Mar@017. Based on that internal wark

the Agency preparedand introduced to the Management Boafdr adoption, an update of its longerm strategy,

which covers the period of 2043022. During its meeting in Novemb&017, the Management Board adopted the
proposed updateof the strategy.

The updated document realigned strategic goals and objectives to the political and operational context of today.
The mission, vision and core values of the Agency remained the sameeddbument sets the frameork for future
actions of the Agency and therefore will have a significant impact on the work of the Agency and its staff.

er, ) 3180 0071 COAI i ER020 via$ AdOpited byOthe Wranagement Boaadl the beginning of
October2017. The Agency, in cooperation with the European Commission, successfully delivered the first draft of
its Programming Document 2012021 to the Advisory Groups in October, and to the Management Board in
November2017 for their review. In Decembet017, he AGs gave positive opinion on the document.

At the same time, the Agency continued to refine rationshipwith the Advisory Groups, especially involving
them in theearliest stageof its annual planning cyclén order to increasghe efficiency of the planningrocess and
utilise as much as possibllee existing technical expertise in the groups.

To support the planning process, the Agergignificantly upgraded its sophisticated planning application, which
led toadecreased workload and further reduced the possibilitiégechnicalmistakes

At the beginning of 2017, eulSA delivered its Consolidated Annual Activity Report 2@iltich received a positive
opinion from the AGs and was adoptégt the MB in Marct2017. In the course of thear,the Agency delivered to
the MB two implementation reports t@nsurethat the Board is informed fothe implementation of the activities
planned for 2017.

Evolving the Agency® governance framework

The Agency strengthened its governance framework by implementing a corporate quality management system. As
the Agency decided to apply thEommon Assessment Framewo(&€AF) methodology for this purpose, ellSA
successfully tailored the approach to its @m@nment as a first step. Then, a dedicated sedsessment group of staff
members was established, with the purpostconducing the analysis phase in Q1 and Q2 2017. During this period,
the group identified strengths and areas of improvemeirigccorcancewith the CAF definitions, and proposed a
number ofinitial recommendations in order to improve the quality of services and processes of the Agency.

The outcome was summased in a dedicated report in summer 2017, and was further discutbd management

level at a dedicated workshop in autumn, facilitated by the contractor supporting the activity. All inetihlaf 113

POl bl OAl Oh & AOOGAA 11 T ATU T &£ OEA ' CATAu80O AOOET AOO
strategic importance for ew-LISA) in order to identify the most important items for the upcoming quality
improvement period, which is the-gear timeframe recommended by CAF to implement any improvement actions.

The workshop agreed to 12 quality improvement acsorfocusing on various topics and elements of the
organisation, such as human resources, finanaiahnagementand stakeholder management-ollowing that,
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individual owners have been assigned to each measure, and at the end of 2017 the draftigumtyement plan
was established, summasing all actions in one file. It is expected that the Agency will implement the plan from Q1
2018 onwards.

Financial management

The Agency continuously developed and strengthened its internal financial processgs@®tiures, to ensure the
transparent and effective management of its available financial resources. The elements necessary for the future
deployment of activitybased budgeting (ABB) were established along with continuous monitoring and evolvement
of the AgendJsSfinancial and procurement procedures.

The Finance andProcurementUnit made arenewed effortto plan for the future, especially in the budget and
procurement area, ando embrae change inits processes? 2018 will seea progressive shift from paper to
electronic workflows in AREfAdvanced Records Systenidr most circuits in the finance, budget, asset and
procurement areasT heintroduction of eprocurementwill alsostart. The reengineering of processes is a key factor

in ensuring the continued success of the Agency, as it is becoming clear that the increase in staff for the new tasks
will not always correspond to the increase in the workload.

Procurement

AEA ' CAT AUB O b OIiwArésirdamlfédGurtherititdgOtke@ehdolilation and reinforcement of its
financial and procurement procedures, including the preliminary step fprazurement tools. Support to contract
management was particularly intense, especially in complex contracts such as thBM8SMWO famework
contracts signed in 2016, and the contract for the reconstruction and expansion of the Strasbourg operational site.

Logistics and facilities management

With regard to the construction workrothe newheadquarters building in Tallinn, progrebasbeenmade as per
the defined project planSixconstruction tender offers were submitted by the deadline. The construction contract
was finally signed on 2®larch2017 for aotal of EUR8 759889.60 by Fund Ehitus OU. The construction work
started in Apri2017.An important milestoneon the way toeu-LISAhaving anew head office in the northern part
of Tallinnwas reachedn 29 September2017 whenthe Estonian State Real Estate Lid cooperation with the
Estonian Ministry of the Interiginvited etLISA and its staff to attend the grouridreaking ceremony and witness
the placing of the cornerstone, which symbolically marks the beginning of the major construction wdhie mew
head office. The new headquarters of-elSAare expected tobe completed furnished and handed ovein the
summer of 2018at which pointthe relocationwill also take place

The construction worlon the extension of the operational site of the Agency in Strasbourggragressed further.

The staff of the Agency has been moved to the new office building,efergy building is in its last phase of
developmentand the contractor initiated worlon the data centre buildingin September2017 Nevertheless, there

is generalconcern with regard tdhe capacity of the renovated site in Strasbourg to host all the required Agency
staff and contractors, considering the major upcoming developments in the JHA area, namely the implementation
of the EES and the introduction of ETIABCRISTCN etc. The Agencyprepared abusiness case foa second
extension of the site in order to address future needs steémmirom its extended mandate and the new systems
entrusted to the Agency.The business case was presented and discussedoy the Management Board in
November2017.

Human resources

AEA 1 CATAU80 A1 1 OAI hurhahA @solréeéHR Aénagerment Werd fochs@dioA retienion and
continuous development of the staff of the Agency through robust knowledge and skills management, in parallel
with personalsed employee development paths. The development of the Competency Framework on the core,
professional and functional competencies was fisadl and its implementation in recruitment arid learning and
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developmentwas initiated. Work on the leadership competencies for managers was advangild the aim of
finalising it in the first quarter of2018. Attention was given to the recruitment of the additional staff for the
Entry/Exit Systemthe development of which will begin in 2018. The Agency also initiated work on the development
of the Health and Safety Policy, which will be implemented in¢beningyears.

In 2017, etLISAhadthe following authorisedposts: 131 Temporary Agents (TAs), 27 Contract Agents (CAs) and 9
Seconded National Experts (SNEs). The total number of posts in the Establishment Plan decreased by 3 posts in
comparisonwith 2016 due to staff cuts and reach#tk level of 115 posts and at the same time it was increased by

16 additional posts. In terms of headcount, at the end of Decen2i0di7 there were 153 fullime staff members:

114 TAs, 32 CAs and 7 SNEs. Of these, 752TA3As and 5 SNEs were employed in Strasbourg, 39 TAs, 8 CAs and

2 SNEs were working in Tallinn, and 2 CAs were located-inp8 ! 6 O , EAE Ol 1Thd efa/mEndvkroEl " 00
staff was 3.2%6, due to 5 employees leaving the organisation in 20h#% B below the benchmark KPI 0¢&set

for turnover. The Tallinn headquartersane affected more strongly, with staff turnover reacing 5.13%.

The main achievements in learning and development in 2@&7ethe support to edLISA management, the further
development of iLearn (ey ) 3! 60 , AAOT ET ¢ - AT ACAT AT O 3UOOAILGA OEA |,
Competency Framework, the implementation of the Annual Learning Rlad the staff engagenent survey and

follow-up.

Further strengthen external communication

During the reporting period, the Agency continued to foster its positive image as a transparent organisation of the
European Union, accountable to the public. Inlinewitheld 3! 6§ 0 ODPAAOAA %@OAOT Al #1111 O1
Strategy 20172020, approved by the Management Board on March2017 as a follomap to a thorough
preparation and consultation process with internal and external stakeholders during 2016, the strategic
communication action plan was fully implemented under structureekfprmance, monitoring and evaluation
standards.

The highl AOAI AT 1T £ZAOAT AA O' 1T ET C $ECE©dIplacssuczesshilly am A AT A
180ctober2017 It wasalso part of the Estonian EU Council Presidency events. It provided an opportoniyer

180 pan%eOOT DAAT AAI ACAOGAO O1 & AOO 11 Y4 O11006EITO OEAOD
touched upon the digital transformation of law enforcement, border and asylum authorities, interoperability of IT
systems and the use ahobile technologies to provide better security. Keynote speakers at the event included
Dimitris Avramopoulos, EU Commissioner for Migration, Home Affairs and Citizenship, Andres Anvelt, Estonian
Minister for the Interior, and Krum Garkov, Executive Directof euLISA. The 986 satisfaction rate with the
conference proves the high quality and success of the event. Through live streaming by Estonian Public
Broadcasting, the main partner for the audidgsual solutions for the presidency, the conference waseasible to

the broad EU public. Comparadith the previous yeds €quivalentevent, the euLISA conference social media
exposurein 2017increasedoy over50%.

During the reporting periodeu-LISA managed, on top of the planned visits and briefings, sdviighlevel
meetings andonline communicationcoverage of a number of the VIP visitors to the Agency as mentioned above.
eu-LISAalsocontributed to eight major Estonian EU Presiden®tated meetings and conferenseand several in
El OOA AOEAEEI CO 1T £ OOAEAET 1 AAOOGS ¢cO1 OPO OiF EECEI ECEO C

In 2017, el ISAB énline communication and social media presence advanced considerablylSA proactively
participatedin the pan-EU social media campaigns of the EU institutigdEU60, #NoMoreRansgnpublished on
average one social media pogéer dayon euLISA businesselated topics and produced close i&b0timely web
updates to rapidly give objective, reliable and easifgerstandable information to the stakeholders and the public.

eu-LISA strengthened the area of direct public engagement to improve awareness, knowledge and visibility of the

of the EU institutions, organised in Strasbourg and Tallinn by the European Parliament and the European
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Commission, provided for a notable number of direct and indirect contacts and generated sizable publicAeach.
estimated 14000 people attended the event in Strasbourg af@000in Tallinn.

Internal communication

In 2017, internal communication aimed to further facilitate and promote the mission, vision and core values of the
Agency and to use them as drivers for the deyslent of its corporate culture and team spiritt was also
considered one of the most important tools to keep the organisation unified, given the physical separation of the
Agency into two sitesThe annual Internal Communication Action Plan was accorhplisin full. Analysis of the
results of the2017 Staff Satisfaction Survegn Internal Communication indicatea 114% increase in the
participation rate (comparedvith 2016) and a notable 9% satisfaction rate (99 in 2016) with the internal
communication activities. The results give proof of the positilevelopmentin staff engagement and improved
awarenes®n all the sites of the Agency regarding organisation and operational matters. This in turn allows the staf
to make informed decisions regarding their professional tasks, and perform to a higher standard in contributing to
achieving the strategic goals of dUSA. The survey results provide the basis of the 2018 internal communication
priorities and related aton plan, which aim to meet further the corporate needs and expectations of the staff as
much as possiblgiventhe resources available.

During the reporting period, several qualitpnprovements were executed in the corporate communication area
regarding the look and feel of the internal information products and the usability of the informasbaring
platform (the intranet). Additional improvements will follow in 2018.

In 2017, internal communicatioalso focused actively on change communication to provide full communication
support to preparatiorfor moving the staff into the new buildings of the Agency. Regularly updated communication
was compemented with related visual coverage to strengthen corporateltere and promote mutual
understanding. Tlerefore, changecommunication photogalleries and videos were produced and shared across the
different sites of the Agency. A timkapse video was initiated and will be launched to the staff alongside the
finalisation of the move in 2018.

Internal audit

eu-LISA continued to use its audit function as a key enabler for risk assessmenmanagementand process
improvement. The Agency continuetb cooperat with the European Court of Auditors and the Internal Audit
Service of the European Commission, hosting their audit missions and taking measures to respond to the resulting
recommendations where necessary. The Internal Auditor ofL&BA continued to coordinate work in this area,
including the preparation of repost missions, followup activities and ensuring general awareness amongst
management and staff of the Agency of the principles, objectives and procedures of internal and external auditing.

Implementation of thelnternal Audit Capability Moddbr the PublicSector reached level 3, as demonstrated by the
results of the selassessment with external independent validation carried out in the contexh@fnternal Audit

Capabilitd O j ) ! #8580 10AI EOU ! OOOOAT AR AT A )i DOi OAI AT O 0071 CC
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Part ll(a). Management

2.1. Management Board

In 2017, the Agency continued its very clasansparentand constructive collaboration with its Management Board.

In addition to the items approved by the Board in accordance with its functions as defined in its Establishing
Regulationthe Agency has brought to its attention all the significant risks and issues identified during the reporting
period.

The Agency continued to provide administrative support to the MB and the AGs. The three MB Meetings in March,

June and November and the fouegular AG meetings within the reporting period were organised in a tiraaty

efficient manner.Following provisions of th&stablishing Regulation ¢he Agench OEA "1 AOA AAT bOO C
001 COAT T ET C $1ABI AT O & O OEdorpdeitd Anfiual Kdtivty REphrafer thddreliou® EA | C
year. The Management Board adopted the Consolidated Annual Activity Report 2016 in its meeting-on 20
21March2017 and the Programming Document 262820 at the beginning of OctobeR017 The Management

Board decided to amend th&017budgetin September2017 It also took note and supported the adoption by the

Agency of global commitments required for the fulfilment of the new tasks related to implementaticheoEES

andthe Eurodac Recast regulation, order to preserve the budgetary appropriations from the consequences of

delayed adoption of the corresponding ledadsis The MB also took note of the underlying risks and the potential

repetition of the global commitment adoption over subsequent finaalcyears and asked the Agency to provide

regular information regarding their management.

In February2017, the MB adopted thennual report on the 2015 activities of the central system of Eurodac, including
its technical functioning and security, pursuatat Article 40(1) of Regulation (EU) N&®3/2013and adopted the
opinion on the recommendations of the Commission regarding changes to the Establishing Regulatio k&Asu
by asking the Commission to forward the opinion with the recommendations and au@te proposals to the
European Parliament, the Council and the European Data Protection Supervisor, in accordance with3A(fglef

the Establishing Regulation of elISA.

In March2017, the MB approved the set obrporate KPIs for the Agency, whidre measuredannually and

reflectedET  OEA | CAT AUBO #1101 1 EAACAA 111 0A1 1 AGEOEOU 2ADPI
outcome of a series of refinements of the original set established in 2015, in order to ensure their continuedsbusines
relevance and added value for both-&ISA and its stakeholders.

In May2017, the MB adopted the anndadt of SIS Il authorities, N.SIS 1l offices and SIRBEMEaux and the list of
designated authorities, which have access to data recorded ircéindéral system of Eurodac.

In June2017, the MB took note of the final report thfe HLEG and encouraged the Agency to continue its close
collaboration with the Commission to ensure full implementatiorifed conclusionf the report. At the same time,

the MB emphasied the importance of providing the Agency with adequate resources (both financial and human)
for implementation of interoperability activities.

Throughout 2017the MB adopted several important strategiasichasO E A | Qédvisellithg-trm strategy for
the years 2018022, its Security and Continuity Strategyand the Technology Strategy, providing a
recommendationto the Agency toelaborate furtheronthe strategy anddevelop an implementation roadmaghe
Board also adopted a decision concernitiig working language regime of the Agency.

&1 O OEA 1 CATAU8O PO EAAOO APPOI OAA I O Ei PI Al AT OAOQET 1
for selection of projects for eante evaluation that the Agencshall start applying accordingly.

In November2017, the MB decided to creatsvo sub-groups the Financial Committee andhe Audit and
Compliance Committee. In addition, the MB started discussiongstablisting the EES Programme Board, taking
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into condgderation the progress achieved from the EES proposal.

As an annual exercise and in close cooperation withlttternal Auditor of the Agency, the Board analysed the
progress report on the Internal Audit Plan 2017 and welcomed the coherent approach Afémey to providing
assurance on a regular basis. In this regard, the Board adopted the Internal Audit PlahI&/etor the year 2018.

The findings and recommendations stemming from the external evaluation of the Agency from 2016 have been
appropriately followed up through an action plan. In Mar2gb17, the MB adopted the action plan on the non
legislative recommendations presented by the Execution Director and in Nove@®Er the MB took note of its
implementation status update.

In terms of risks ideiified by the Agency, the Board was informed thtd decisionof 27June2017 to allocatél5
additional Contract Agenposts in orderto strengthen the core team of the Agencliad finally beenrejectedby

the European Commissiomé¢cause the Directoraté&seneral for Budgetlisagreal)!*. Therefore, the core team of

the Agency will continue to be more stretched across a raised number of activities, thus increasing the risk of
untimely delivery of the planned work. In addition, since a number of job functionthe Agency eitherare
understaffed ordo not have builkin business continuity, operational risks for €USA will continue togrow,
especiallyin the lightof the proposed significant extension of the mandate of the Agericyaddition the efficiency

of operations and daily work in the Agennyay be reduced,given thatit had alreadybeenestablished that use of
external resources is less efficient and more expensive andthskyinternal staffing.

At its meeting on 2222 March2017 the eutLISA Management Board decided, in accordance with Artd@¢5) of

the EstablishingRegulation of the Agency, to inform the European Parliament about its intention to extend the term
of office of the Executive Director for 3 years from the expigtedof his mandate(1November2017) On
27April 2017, in thecontext of the extension of his term of office, the Executive Director delivered a statement
before the LIBECommittee, describing the accomplishments of €USA during its firsb years of adbn and his
vision, which includefur main pillars to support the future development and growth of the Agency.

Anticipating the growth of the tasks of elISA that will come with its new Establishing Regulation, the Agency
presented to the Management Bod a proposal for expanding its Strasbourg site amehew organisational
structure.

141t should be noted that some of those contract agent posts (27) were included in the proposal of the European Commissitsicioof the
Establishing Regulation of eulSA.
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2.2. Major developments

External developments

The political landscape also continued to develop and evolve in 2017. Citizéims BU consider ito no longer
satisfactorily respond to many problems that concern them: leéegn unemployment, fading solidarity, slow
growth, a late shift towards a sustainable economy, security challenges Developments inrecentyears have
shown that enhanced cooperation andutual aid can unite and advance people towards a common destiny. It was
in this spirit that Europe was built. From the outset, it wanted to foltbepath of cooperation, solidarity, economic
development, democracy, human rights and the rule of law, amthis end it has adopted common institutions. But
this objective is only partly fulfilled. Nowadays it is challenged at several levels.

The freedom of movement of people is one of tfeur freedomsthe European Unionimplemented with the
introduction ofthe SchengerArea. Today, it islsofacing thechallenges of increasd visibility of serious crime (drug
trafficking, human trafficking, financial crime, cybercrimetc), terrorism and migratory pressure. A growing
number of citizens consider that this outcome is due to Europe being too opethanefore exposed to the effects
of globalsation. In addition, the economic climate of austerity within most Member Stédtas continued, thus
limiting the available resources in Member Statesd the EUas a wholeneedsto address growing challenges in
the Justice and Home Affairs domain.

Therefore, today the internal security and the protection dhe European Unionat its external bordershave
become a crucial challenge. A failure in this area could have dramatic consequences on the future of Ateope

the Stockholm Programme ended in 2014, a process of realignment of strategic and political priorities towards
better coherence, efficiency and cosfffectiveness was initiated in the Justice and Home Affairs domain. There are
two major drivers for it.

9 Firstly, the continuousmigratory pressure on the external borders of the &t theclear need for better
management ofmigration in allof its aspects.

1 Secondly, the EU and its Member States face an increasing number of new and complex security threats.
To address theniurther, synergies and closer cooperation at all levels are required. Many of the threats
originate frominstability in the EU's immediate neighbourhood as well as evolving forms of radicalisation
and terrorism. Threats are becoming more and more international and are increasingly of abonoes
nature. These threats require an effective and coordinatespmse athe European level.

Political priorities, set in the Justice and Home Affairs domain, have resulted in a number of practical initiatives and
actions, addresisig different dimensions of security, border and migration management. These priordieglso
reflectedineu, ) 3! 8 O AT 1-téA Activilids.At thelsdme time there is growing acknowledgment amongst
Member States and the EU institutions of the crucial importance of the lacge IT systems and the need for
information exchange whin the Justice and Home Affairs domain, especially in light of new challenges and threats.

Given the above, ellISA and the systems it manages are likely to come under increasing levels of public and
political scrutiny in the coming yearshe Agency already plays and will continue to play in the future a crucial

in the sustainable functioning of the Schengen Area and delivery of political priorities and implementation of
relevant policies in the Justice and Home Affairs domain.

In June2017, the Commission presented the proposal for amendment to th&I8AEstablishingRegulation (new
euw-LISAEstablishing Regulation)n Decembeiof the same year, the JHA Council agreed on a general approach on

the draft Regulation and the European Pallid 1 O8O , )" % #1 i irép@tCol Au, ABPODODOA OE O/
Regulation. Interinstitutional negotiations on the draft Regulations are expected to be initiated in JaBQa8y

As of the end of Decemb@017, the EES legal framework entered into force #melAgency should proeedwith
its implementation as soon ake necessary implementing actreadopted by the European Commission in 2018.

On 1M™ovember2016, the European Commission introduced a proposal for the implementation of a European
Travellnformation and Authoation System (ETIASPiscussions on the proposals folledthroughout 2017. The
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proposed legislation seeks to provide for a system that would enable improved checks eexeisgpt travellers
AAZE OA OEAU A OO EbodrdersAThe AQéndy fullySupidriedl disous<inhsfaimongdegislators when
requested, providing its technical expertise to advise on the feasibility of the proposals and appropriate approaches
to system implementation. It also positively supported the lieical meetings on ETIAS organised by the European
Commission. Furthermore, in order to optimally prepare itself for éxpeded development of the ETIAS system

in the future, it undertook facfinding missions to the USA, Canada and the Australian Highi@ission in London,

examining the systems of a similar nature implemented by these countries.

The Proposals for a Regulation on establishing a centralised system for the identification of Member States holding
conviction information on third country natimals and stateless persons (TCN) to supplement and support the
European Criminal Records Information System (ECRISI system) and amending Regulation (EU)1037/2011

was tabled by thé&curopeanCommissionon 29June2017

As a followup to the studiesione by euLISA and the work of the HLEG generally, in Decen#i¥7 the European
Commissionintroducedtwo proposals for Regulations establishing a framework for interoperability between EU
information systemsn the areas of1) police and judicial coopation, asylum and migratiomnd @) borders and
visa The aim of the proposalstis closeexisting gaps in theaformation architecture othe Justice and Home Affairs
domain and to increasthe efficiency of the existing anéuture EU information systera for security, border and
migration management.

Organisational developments

euw, ) 3! §-@rmistfaiedy for 20142020 was updatedn response to thevision document of theExecutive
Director andthe significant changes in terms of political and operational realitidsich present new challenges. In
November2017, the Management Board adopted the updasbctegy.

The- " AAT DOAA OEA ! CATAUB0O 3AAOOEOU AflSthategy.iFbliGving & OU 3 O«
Management Board @commendation, ey, ) 3! 60 4AAET T 1T CcU 300A0ACU xAO AEOA
meetings, where it was agreed that a roadmap will be preseisahe of the upcoming Advisory Groups meetings.

The roadmap deslopment is currently in progress.

A new internal development of elISA was the establishment of the EPMO to enable better internal governance.

In November2017, after a pilot test carried out by the Agency, the Management Board adopted anles ante

eOAl OAQGETT A 111 xET ¢ OEA OA ReQEaOoh.i Thebx@rte evaldtiddEake nowgpAri AUS O
of the responsibilities of the EPMO.

An activity preparatory to the development of ABB was initiated in the y#azonsised of designing a higHevel

model for aggregation of direct and indirect costexecutngthe! C AT Madndat@, and a revision of TitRof the
Agency budget starting with the 2019 financial year, allowing more precise cost categorisation in operational
activities. A contract with a consultant for the development of an ABB model was signed at the end of 2017, with
activitiesexpectedto start in Q2 2018.

In 2017, to support the implementation of a total quality management system based on CAF, the first se
assessment report using the CAF methodology was delivered by a group of internal assestioeqneds step, after
internal discussions, an action plan based on the outcomes of the assessment was put together to be implemented.

In 2017, the cornerstone of the néwadquarters building in Tallinn was laid by tstonian Ministerfor the Interior
and theExecutiveDirector of euLISA. The building is expected to be completgdhe beginning of thesummer of
2018. In Strasbourght Agency started using the newly constructed premigasis helping toreduce the burden
on staffby havinginsufficient working space.
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2.3. Budgetary and financial management

euw-LISA is financed through different fuint source4® The main revenue comes froam EU subsidy, approved on
an annual basis by the European Union budgetary authority, i.e. the European Parliament and the Council of the
European Uniot?f.

As part of its annual reporting framework, the Agency publishes itsgeticexecution rates and performance
indicators, which can help to highlight the efficiency and effectiveness with which the Agency was able to manage
its spending during the reporting period.

Implementation of the 2017 budget
In 2017 ew-LISA managed a budget of EUR3.3illion in commitment appropriations and EU&7.7million in
payment appropriations received froithe EU subsidy.

The Management Board approved two amendments to the budget:

1 EUR67.6millionin payment appropriations due to the delayed adoption of the Idggdisfor the European
Entry/Exit System EurodadRecast and Dublin Allocatidr
1 EUR18millionin payment appropriations, which were not required in the managemergpsrations

Theyhadthe following impact on the initial voted budget 2017:

Commitment appropriations Payment appropriations
B » % of initial » % of initial
EURmillion voted budget EURmillion voted budget
Initial voted budget 2017 153.3 100% 153.3 100%
Amendingbudget o 1 -67.6 -44.1%
Amending budget 0 2 -18.0 -11.7%
Final adoptedbudget 1588 100% 67.7 44.2%

The Agency attained a high implementation rate of the final adopted budget by the end of the year:

1 100% for commitment appropriations;
1 100% for payment appropriations, including the caffyrward of 2017 administrative expenditure to 2018.

Commitment appropriation execution

The commitment credits (C1) voted for 2017 were split among different titles as follov&¥Bfdr the operational
budget (Title3), 62 % for infrastructure and operatg expenditure (Title2) and 95 % for staff expenditure (Titl&).
The graphs below show the budget implementation by title at year end.

Operational expenditure (Titl8) detail due to the multiannud nature of contracts used to support core operations,
EUR121.5million of the 2017 open commitment appropriations sheen automatically carried forward and will be
paid in 2018 and in theubsequentyears. For a detailed breakdown see Annex II.

ew-LISAimplemented 100% of operational budgetamounting to EURL27.7million. The graph illustrates the

15Article 32 of the Establishing Regulation.

16This subsidy refers to C1 commient and payment appropriations (voted credits of the current budgetary year).

17With written procedure 201464 of 12.12.2016 for the adoption of the annual budget, the Agency informed the Management Board as follows:

O0)i woxéh OEA ' CAT AU OEAI 1 OANOAOO OEA - AT ACAi AT O "dnshddeleerdiitheA AT DO Al

%5 AOACAO ET AGAAOGO 1T £ OEA OAOEOAA AOOEI AGAO 1T £ OAOAT OA AT A AgbPAl AE
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breakdown ofthe operational budget by chapter

Title 3: executed commitment appropriations
in Mio €

Shared System Infrastructure
(CORE Systems)

9.15

7%

Ext. Supp., Trainings,
Meetings directly related to
Systems a.o.

3.75
3%

SISl
6.45
5%
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The delayed adoption of the leghhsisfor the Entry/Exit System EurodadRecast and Dublin Allocation triggered,

with prior consultation with the Management Boarthe implementation of substantidf global commitments (L1)

in order not to lose the corresponding appropriations, the utilisation of which was planned in the Legislat
Financial Statements attached by the European Commission to the corresponding legislative proposals. Such
measures arehowever, of a temporary natureand there isa risk that further delays in the adoption of the legal
basis(EurodacRecast and DublirAllocation), or the availability of implementing decisions the EES, may result

in the procurement cycle not allowing the consumption of the global commitments in 2018, which would result in
the cancellation of the appropriations carriefdrward. It is also to be mentioned that the adoption of L1
commitments in 2017 will be likely to have a cascade effect on the future financial years.

Payment appropriation execution

The total voted budget for payment ggopriations amounted to EUB7 7 million.

At the end of 2017, the execution of payment appropriations for C1 credits reacheh,lifbluding the carry
forward of administrative expenditure to 2018. The graphs below show the split of the total budget by title and the
overall consumptiorof payments credits over the year 2017.

18 Adopted global commitments include EUZ.5million for the EES,EUR11.3million for EurodacRecastand EURL.8million for the Dublin
Allocation.
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Furthermore, 878 % of the payment appropriations carried forward from 2016 to 2017 in administrative expenditure
have been executed.
Commitment appropriations in Titld (Staff Expendituréy amounting to EUR).4million and in Title2

(Infrastructure and Operating Expenditurafiding up to EURS.3million, not yet consumed through payments in
2017 and for which a valid legal commitment exists, are to be cafoedard to 2018 together with te

corresponding payment appropriations.

Ext. Supp., Trainings,
Meetings directly
related to Systems a.
3.81
9%

Title 3: executed payment appropriations
in Mio €

Shared System
Infrastructure (CORE
Systems)

7.04

17%

2.79

%

Within Title 3, thelargest proportionof payment appropriations was spent for VEBVIS. The graplboveshows the
breakdown of executed payment credits for the operational budget.

Performance indicator:time to pay

A total of 2555 payment transactions were carried ont2017, 15.% fewer than in2016 2 412 transactions with a
maximum payment delay of 30 days, 31 payment with a maximum payment delay of 45 days, 110 with a maximum
payment delay of 60 days, 1 withnaaximum payment delay of 5 days, and 1 with a special payment delay of 35
days.

The average time to pay for all types of payments remainedl withinthe contractual time limit For the two main
categoriesit was14.2 days(for 3G¢day paymentg and 354 days(for 60-day payments).

19Commitment andpayment appropriations related to salaries and allowances cannot be carried forward.
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Payments within time limit of 30 days Payments within time limit of 60 days

30 60
< Average 2017 = 35,4 >
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Average B Time to Pay in day g Average

Overall, 93.8% of all transactions were paid within the contractual time liriithere werel59delayedpayments,of
which 3 resulted in late interest amounting to EQ80.21 paid to the contractors.

Procurementprocedures

In 2017euw-LISA awarded a total of 405 contracts, of which 74 foddwirect procurement procedures launched by
the Agency; the remaining 331 were awarded as specific contracts/orders in the scope of already established eu
LISA or interinstitutional framework contracts.

Negotiated proceduresverethe most commonly used praciures in 2017 (53 for levalue procurement), followed
by two open procedures and one restricted procedure.

In 2017 eu-LISA signed a major IT system framework contréafiowing the restricted procedureit was for
Maintenance in Working Order of the Eurodac Systeamd for an estimated maximum amount of
EUR22690000.00.

The first phase of th&ntry/Exit Systenrestricted procedure was launched in 2017, as was the restricted procedure
for the new SIS Il MWO framewocontract,given thatthe current contract will expire in 2018.
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2.4. Human resources management

Developments

YT woxéh OEA ' CATAU8O AAOEOEOEAO ET OEA A&@RAAthd £ (2
Programming Document 2017f retaining and continuously develdpg staff of the Agency through robust
knowledge and skills management, in parallel with perscgaliemployee development path

The activitiesundertakenserved to ensure the effective implementation of the HR policy, learnirydavelopment
opportunities for the staff to enhance thie technical, soft, managerial or administrative skjlland the
implementation of an effective personnel administration service. Attention was given to the recruitment of the
additional staff for theEntry/Exit System The Agency initiated work on the development of the Health and Safety
Policy, the scope of which goes beyohdmanresourcesnanagement and which will be implemented in the next
fewyears.

Learning and development

The results of the@nnual training needs analysis for 2017 were reflected in the trainingeafterstaff members and

the organisation. The main achievements in 204&re the further development of iLearn (eu) 3! 6 0 , AAOT E
Management System), the further development ofeteuLISA Competency Framework, the implementation of

the Annual Learning Plarand the staff engagement survey anits follow-up. Furthermore, the Learning and
Development team provided a learnéstaff-centred approach ithe variousvorkshops and engageent activities

OEAO xAOA AAOOEAA 1008 !'11 OEAOA AAOEOEOEAO AT 1 OOEAOOA
goals and objectives with the focus on developing the necessary skills and on providing technical training to the staff
in the Operations Department.

The infographic below gives an overview of the activities organised dtl8A and the indicatoror each of them

Activities and indicators concerninglearning anddevelopment in 2017

E TRAI [\;'I(')\lt% /DAYS
240 33 2l

Training requests In-house trainings University studies 5 2
L

processed organised facilitated
Training days per person
@ '" “.
"y AL
" |- "
"y ULl

1460 7

Unique logins in Newsletters sent Team buildings

iLearn organised 62 1 1 73

Training days Training days

6.2 34

Training days per person Training days per person

794
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Staff Satisfaction with Learning and Development

Activities

PR YREEE

“ @) ®[®)

@ very satisied  28.07 @ Satisfied 57.39

@ Neutral 1579 @ Dissatisfied 1.75

Establishment Plan and headcount

In 2017, etLISAhadthe following authorisedposts: 131 Temporary Agents (TAs), 27 Contract Agents (CAs) and 9
Seconded National Experts (SNEs). The total number of posts in the Establishment Plan decreased by 3 posts in
comparisonwith 2016 due to staff cuts and reach#tk level of 115 post&nd at the same time it was increased by

16 additional post¥. It should be noted that thd&stablishmentPlan of the Agency does ndhclude posts for

officials or clerical posts classified as ASCT. Annex IV shows the 2017 Establishment Plan-afi8A.

In terms of headcount, at the end of Decemt2817 there were 153 fdlime staff members: 114 TAs, 32 CAs and 7
SNEs. Of these, 75 TAs, 21 CAs and 5 SNEs were employed in Strasbourg, 39 BAm@Z3NEs were working
in Tallinn, and 2 CAs were locatediney 3! 80 , EAEOI 1T |/ £ZFZEAA ET " OOO0O0AI 08

The Agency staff represented 21 nationalities. Women constitute@®6f the staff (40), while B (113) were men.

The graph below shows the number @d-LISA staff members per type of contract and split between the offices of
the Agency.

Categories of euLISA staff: status on 31December2017

Categories of etLISA staff

180
160 153
E 140 "
3 120 i 101 @ Strasbourg
O .
L lg(()) 75 OTallinn
'it 50 O Brussels
n 60 39 -
40 21 O Total
20 9 5 2 o 7 2
0 ,_l T P — —
TA CA SNE Total

The Agency also offered internship opportunities. At the end of 2017, there tmerénterns located in Tallinn and

20 This numbeiincludes14 posts for theEntry/Exit Systenand forthe EurodacRecast, which could not be filled by the end of the year due to
the delay in the adoption of the kevantlegal instruments. At the time of drafting this repodevenjob offers have been accepted with starting
datesbetween 16January and March2018.
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oneintern placed in Brussels.
Organisational structure

In 2017, the following changes were made to the organisational structure-bf®A:

9 the organisational structure ahe General Coordination Un{GCU)was revised and the changes to the
sectors in the GCU were approved,;

1 the Enterprise Ruject Management Office Sectoeporting directly to the Executive Director of dUSA
was created.

In November2017, a proposal for the new organisational structurewLISA was submitted to the Management
Board of the Agency. Changes to the organisational structure are necessary due to the adoption of the revised
Regulation planned for2018 and the expected regulations on the new systems and sakkt will be alloated to
ew-LISA in 2018/2019 (e.g. ETIASrodadRecast, SIS Recast,interoperability of the BJ systems etc.). These new
projects will result iran increasein the number of staff of the Agengyvhich willdouble by the end of 2019. At
present, the proposal isnderdiscusson with the European Commission.

The organisational chart of eLISA showing the status on Blecember2017 is presented in Annex Ill.
Performance indicators in the area of HR

The Agency seperformance indicators (KPIs) for areas related to HR. They serve to measure the rate of
absenteeism, staff turnover, the staff performance index and staff engagement.

The absenteeism rat&Plwas 22%, compardwith 23% in 2016, while the target was keep it below 23%.

The exit turnover of staff was 3.2%, due to 5 employees leaving the organisation in 2017. This is below the
benchmark KPI Of % set for turnover. The Tallinn headquartersaffectedmorestrongly, as staff turnovethere
reached5.13%.

Staff turnover in 2017 splitby site and contract type

2017 staff turnover
Type of staff Strasbourg TallinnandBrussels ew-LISA as a whole
TA 2.67% 5.13% 3.51%
CA 4.76% 0.00% 3.13%
SNE 0.00% 0.00% 0.00%
All 2.97% 3.85% 3.27%

The staff performance index was slightly below the target set for the KPI (the target bein@4dl 00 appraisals
completed) and reached 9%. This was caused by a single case of inability to complete the appi@isddjective
reasons. In addition, a KPI tarigef more than 10% ofperformanceat the top leveland less than %o at low level
was achieved. It reached 104 for level | performance (the highest performance) andwér level | andevelll
performance (performance beyond expectations). There we cases of low (unsatisfactory) performance
reported.

Staff engagement was measured by evaluating the percentage of staff responding to the Staff Satisfaction Survey.
This KPI reached 8% in 2017 and the target value was%®r more.

2leu-LISA Corporate Performance Indicators; this document waspaeld by the Management Board of euSA on 184arch2015 (ref2015
ol wqg AT A OEA AEAT CA OANOAOGO O1 OEA - AT AGCAT AT O "1 AOA A -74sErdmi CET ¢ OE
October2016.
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Compensatory leaveschemes

The Agency is required, in accordance with paragraghof the Parliamer® Discharge Repoi®011 Discharge:
PAOA&I Oi AT AAh EET AT AEAT 1 Al AGAto Abadt orAtheAnumbédr lofGlGys bf lebveE %5
authorised to each grade undémne flexitime and compensatory leave schemes.

Flexitime is a default working pattern applied by analogy atlé8A in accordance with the Implementing Rule on
working time?2. The mandate of the Agency is to offer its services to Member States on a contiasial (24/7); this
implies that some of the staff work in shifts or on stabg duty. The interventions to the IT systems managed by
the Agency require, from time to time, that the work be performed outside regular office hours, including at night
or on public holidays. Therefore, compensation for overtime acquired under flexitime, during sbgnduty
interventions or for particular projects, is an inherent feature in the operation of the organisation.

The table below shows the number of leave days grdrae compensation for overtimsplit by function group and
grade of staff memberand the average number of days of those absent.

Functional group and grade Compensated Compensated stand Comp_e.nsated
overtime by duty flexitime

AD5 1.0 13 36.2
AD6 10.7 3.1 130.7
AD7 5.0 0.9 111.1
ADS8 22.9 2.8 146.8
AD9 6.0 2.8 49.4
AD10 0.0 13 225
AD11 2.0 0.0 30.5
AD12 0.0 0.0 0.0
AD13 0.0 0.0 2.0
AD14 2.0 0.0 0.0
AD 15 0.0 0.0 0.0
AD 16 0.0 0.0 0.0
AST1 0.0 0.0 0.0
AST2 0.0 0.0 0.0
AST3 2.0 0.0 8.5
AST4 7.0 0.1 24.6
AST5 4.0 0.0 7.5
AST6 0.0 11 24.4
AST7 0.0 0.0 20.0
ASTS8 0.0 0.3 21.8
AST9 0.0 0.0 0.0
AST10 0.0 0.0 0.0
AST11 0.0 0.0 0.0
Total number of days 62.6 13.5 636.0
Number of people 24 13 77
Average number of dayson leave 6.92
FGI119 0.0 0.0 7.5

22P7_TA(2013)134.
23CommissiorDecision on working time of 1April 2015, C(2014)502 adopted by the Management Board of ¢USA on 13\pril 2015.
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FGIV13 8.3 0.0 29.9
FGIV14 12.3 4.1 62.9
FGIV15 0.0 0.0 16.5
FGIV16 0.0 0.5 16.0
FGIV17 0.0 0.0 1.5
Total number of days 20.6 4.6 134.2
Number of people 5 3 23
Average number of days on leave 5.53

SNE 29 74.1 49.5
Total number of days 29 74.1 49.5
Number of people 1 5 5
Average number of days on leave 8.74

TOTAL number of days 86.2 92.2 819.7
TOTAL number of people 30 21 105
Overall average 6.71 4.39 7.81

The figures below show the number days of compensatory leave for overtime (CO) and interventions during
stand-by duty (SBD) and the percentagthey constitute.

Number of days and percentage of compensatory leave for overtiméCO)and interventions during the stand-by duty (SBD) of the
Temporary Agents by grade

= astos, 20,5 CO +SBD Compensation during 2017 year
W ASTO8, 0.3, 0%

ASTO6, 1.1, 1%
\'\\\ _\wf( 00.0%  mAp0s.23,3%

= ASTO4, 7.1, 9%

~

W ADOB, 13.8, 18%

" ASTOZ, 083% ',\Kﬁ%

® AD14,20,3% ™

N\
m AD11, 20, 3&;

= AD13,0.0)

= AD10,13, 2% _— W ADO7,5.9,8%

///

u A009,8.8,11%

B AD0S, 25.7, 34%

= ADOS mADOE = ADOT mADOS =ADOS =ADIO =mADIL ®=ADIZ

uAD14 WASTO2 WASTO3 = ASTO4 ASTOS = ASTO6 “ ASTOT " ASTOS
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Number of days and percentage of flexitime compensation of the Temporary Agentdy grade

Flexitime Compensation during 2017 year
B AST06, 24.4, 4%

5 AST05,7.5,1% £ AST07,20.0,3% ‘ASTUS- 21 Ef“ B ADOS, 36.2, 6%
W AST03,8.5,1% T \

® AD14,0.0,0% N

1{ 24.6, 8%
B ASTO2,0.0,0%

W AD13, 2.0, 0%.
W AD11,30.5, 5%.

® AD0G, 120.7,21%

® AD10,225,4%  ——

= ADO7,111.1,17%

= ADOB, 146.8,23%

HADOS EADD6 HADO7 WADOZ8 EADOYS EADIO EAD11 HAD13

B AD14 EWASTO2 mASTO3 B ASTO4 W ASTOS W ASTO6 i ASTO7  ASTO8

Description of the results of the screening/benchmarking exercise

eu-LISA has undertaken its fourth benchmarkiegercise to identify the ratio of administrative to operational staff

to respond to the requirements of the Framework Financial Regulation, which stipulates that all agencies should
carry out such a benchmarking exercise on an annual basis to justify edirative expenditure in a more structured

and transparent way. The screening exercise was conducted in accordance with the methodology agreed by the
Heads of Administration of the European Agencies. It was applied to dll®A posts occupied in Decemti2d17.

The results of the 2017 screening are shown in the tables in Annex IV.

There was a slight decrease in the percentage of operational po817it fell by 1.28percentage pointdbecause

16 additional operational posts were not screened, since they could not be filled before the legal instruments
regarding theEuropean Entry/Exit Systerand the EurodacRecast, for which they have been allocated, were
adopted. They will be included the 2018 benchmarking exercise.

The percentage of administrative posts was slightly higher in 2017 than in 2016, increasing frof%16.97.00%,
because a few additional posts had to be created in order to perform the relevant tasks and not all opeaigisal
were screenedThepercentage of neutral posts remained at the same level.

A further split of the typs of posts into categories shows that in the operational posts there was a slight incirease
the percentage of the programme management posts (from 2630 6%) and a slight decrease the percentage
of general operational posts (from 60.74 to 58%).

According to Analytical Ficlté No15 on Human Resources Management at the EU decentraliggshcies
administrative staffGepresent 30 of agencieSstaffd Using this as a referenctiie benchmarking ratio at ed.ISA

is remarkably below tht level. The Agency considers thatfealthyBproportion should remain athe level of 20%

of postsin Administrative Support and Coordination. This was balanced by a higheportion of administrative
support posts applied to external support, as seen in the benchmarking of the external service providers (intra
muros). This balance will continue to be necessary as long as the Agency is growing in the number of operational
staff and there is no sufficienstaff for the administrative posts to support the operations. However, it is worth
pointing out that the numbe of operational posts increased in 2017 in comparigith 2016 by §ercentage points

and the neutral posts b®.42 percentage points while administrative posts account for 46.42 10 percentage

24 https://leuropa.eu/europeasunion/sites/europaeul/files/docs/body/fiche_15_sent_to_ep_cons_H¥A0_en.pdf


https://europa.eu/european-union/sites/europaeu/files/docs/body/fiche_15_sent_to_ep_cons_2011-07-20_en.pdf
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points less tharin 2016.
Annex IV of the report contairtables providing the following information:

{ the Establishment Plan 2017 of-&iSA5 N

1 the levels at which the key roles listed by the European Commission for benchmarking of key functions are
represented in etLISA

1 the comparison of the results of thenchmarking exercises undertaken in 2016 and 2017 for both staff
members and the external service providers (intmaros).
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2.5. Assessment by management

AEA ' CATAUBO )T OAOT Al #1711 00T 1 303 Atiklb4A(2) @nkl Artigel7@(B) ©fchej AO T O
Financial Regulation of the Agency) were formally adopted by the Management Board by written procedure on
15June2014,andthey had already beeimplemented in 2013. The 16 individual control standards are structured

around six major areas: (1) mission and values; (2) HR; (3) the planning and risk management process; (4) operations
and control activities; (5) information and financial reporting;da(6) evaluation and audit. An Internal Control

#1171 OAET AOT O EAO AAAT Ei Oi AlTU ApbPi ETI OAA AU OEA %@AAOOE
all these 16 ICSs as adopted by-ld8A, establishing the overall internal control environnheand providing

assurance to management that objectives are being achieved, with robust financial and operational checks and
balances in place. The framework is monitored on a regular basisnsurethat the controls in place work

effectively.
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2.6. Budget implementation tasks entrusted to other services
and entities

The Agency did not entrust budgetary implementation to other services or entities.
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2.7. Assessment of audit results during the reporting year

2.7.1.Internal Audit Service

In 2017, the Internal Audit Serviod the European Commission (the IAS) carried out an assurance audit on the
controls over the procurement process in-USA5.

The objective of the audit was to assess the adequacy of the deaighthe effectiveness and efficiencygf the
internal contrd system for the public procurement process inlei$A.

The scope of the audit included the control environment, including the design and implementation of key controls
on the main milestones of the procurement process. The controls were reviewed to agisesier they contribute
effectively to euLISA meeting its procurement objectives and ultimately safeguarding best value for money.

In conclusion, the IAS acknowledges that the controls on the procurement process-ihS@usupport the
achievement of themain operational objectives of the Agency (such as the 24/7, uninterrupted operation of the
large-scale IT systems it manages). However, the IAS found significant weaknesses thaffewysaund financial
management and compliance with procedural requirents.

In this context, the IAS identified tweery importanissues related to the estimation of the contract value and the
definition and documentation of the key controls throughout the procurement proc@é® IAS haslsoidentified
three importantfindings.

The Agency, in agreement with the 1A8as put in place an action plan addressing the audit findings and
recommendations.

2.7.2.Internal Audit Capability (IAC)

In 2017, besides providing the usual support to external audits, the IAC-bfS#ufocused oD EA OOAEAET 1 AA
expectationsof improving governance processes as follows

Ex-ante evaluations

The IAC has defined the process ofaamne evaluation of project proposathat imply significant expenditure. As a
result, startingin 2018, the Agency wiperform exante evaluation®f all projects classified aBargefafter applying
the project classification criteria as approved by the Management Bo&ine. alopted classification is in line with
requirement laid down irticle 29(5) of the FinancialRegulation of the Agencywhichrequire exante evaluations
to be performed for significant expenditure§he IAC handed over thex-ante evaluation process to the Enterprise
Project Management Office for implementation and reporting. In Novemp@i8, theAgency will report on the
results of exante evaluations and propose any adjustments to teeante evaluation process and/or project
classification criteriaif necessary

Prevention andmanagement of conflict of interest

The IAC has proposetpolicy and rules for preventing and managing conflicts of interest at EBA. According to
them, any staff member of the Agency will have to make and/or update a declaration of interests annually and
his/her line manager will have to check it. The resaftsnplementation of this requirement will be presentedtire

' CAT AU O AT 1T OAl AAOQGEOEOU OADPI 0068 4EA )'!# bDPOI BI OAA A OF

25Final Audit Report on controls over the procurement process in thel8A (ref. Ares (2016)70433329/12/2016).
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their alternates and members of the Advisory Grougasbe analysed in the first paof 2018 with a view to adoption.
IAC Quality Assurance and Improvement Programme (QAIP)

The IAC has completed the procedures in accordance with its QAIP roadmap. The result is that an independent
external evaluator confirmed thahe) | # 6 O A ArdlftékEs(ldce @ Adcokdance with the Standards and the
Ethics Code. In order to continually optisaiits work, IAC has developed a plan with 12 actions for implementation

by the end of 2018.

2.7.3.European Court of Auditors

In 2017, the European Court of Aums (the Court) finalised the usual audit on the Annual Accounts of tRElSA
for the financial year 2028. The Court has audited:

(a) the annual accounts of the Agency, which comprise the financial staterfleatsl the reports on the
implementation ofthe budge#®for the financial year ended ¥lecember2016, and

(b) the legality and regularity of the transactions underlying those accounts.

ylT OEA #1 00080 1 PETEITh OEA AT 1 OA1 AAAT O1 00 posio®EA ! CA
as at 3December2016 and the results of its operations and its cash flows for the year then ended, in accordance
xEOE OEA DPOiI OEOEITO 1T &£ EOO &ET AT AEAT 2AcOl AGETT AT A O
officer.

Inthe# 1 OO0O80 1 PETEITh OEA OOAT OAAOQEI T O O1 béeémberbicare OEA Al
legal and regular in all material respects.
The Court made seven comments that do not call the above opinions into question. The comments are on the

legality and regularity of transactions, internal controls, budgetary management and sound financial management
as follows:

1 legality and regularity of transactions: commitments formalisedpost;

9 internal controls: action plan in pla@gising fromthe IAS audit on Operations;
9 budgetary management: high level of cargvers;
1

sound financial management: construction contract paid in full although less than half of the work had been
completed,

9 sound financial management: procurements where the Agency did clueck for the most economical
solution;

M sound financial management: potential rigk the compettiveness of the procedures the company that
developed the BMS technology was not contractually obliged to grant commercial access to any interested
tenderer;

9 sound financial management: action plan in plaaegsing from the external evaluation of the Agency.

All findings have been addressed by the Agency.

26 Report on the annual accounts the European Agency for the operational management of lasgale IT systems in the area of freedom,

security and justce (ey ) 3! Q y:= o) OEA FET AT AEAI UAAO Yo Xd 01 CAOGEAOD
https://www.eca.europa.eu/en/Pages/Docltem.aspx?did=42033

27These include the balance sheet and the statement of financial performance, the cash flow table, the statement of chaegessets and

a summary of the significant accountinlicies and other explanatory notes.

28These comprise the budgetary outturn account and the annex to the budgetary outturn account.


https://www.eca.europa.eu/en/Pages/DocItem.aspx?did=42033
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2.8. Follow-up of recommendations and action plans for audits

AEA 1 CATAUGO ) ! # CGi@shp theSstate of playloffa@idon(lans hat AuSA has put in place
following various audit recommendations.

Inits scope are all the audit recommendationpenon 31December¥ ®X ¢ h OAOAA AO O#OEOEAAI 8
indicated in the templée ofthe Consolidated Annual Activity Report CAAR), and issued by the following auditors:

9 Internal Audit Services of the European Commission (JAS)

9 Internal Audit Capability of elLISA (IAC)

1 European Court of Auditors (ECA)

AEA OADPI OO0 DPOAOGAT 6O AI OE OEA 1T11TEOI OETC OAOGOI O j OOABO
owners) and the results dthe A OA E O OupdTo éahfirm closureuder theheadngO# 1 1 OAAS ET OEA ¢
table below), the auditors caed out the annual followD D O OET OA AAOQEI T b1 AT O AAAI

AOGAEOI 06 O Aidsddk pravidddiard cdile@edf O

State of play of the action plansdimplementation progress

On31DecemberWdXé¢ h 11 OwadepénEAAI 6 EOOODA

AEA ' CAT AU EAA wQ ABAEO O DAIOIOIAA OfHed: MIAH aBdit tedodkendaiofs 06 A OU
EAA AAAT EOOOAA AO OEA Al A | a&dadtionpianddrithdm afe®@ding hgle@BA A AAT 1
the 14 recommendations leftinsebAh  OEA ! CAT AU OADPT OOAA & OARehdyfoAT AAOET
O A O EZoxtife @A 4 to the ECA and none to the IAC.

The IAS followedup and close@®the two recommendations statetb be@® D1 Ai AT OAA8h 1 Al Al Uq

1 Rec.ID #2015052620» Completethe establishment of a comprehensive process handbook and exception
reporting (from the IAS audit report on limited review on the implementation of the Internal Control
Standards in etLISA done in 2015)

1 Rec.ID#2016121944 Compliance with proceduresdaaccurate maintenance of personnel filesn the
IAS audit on Staff Planning & Allocation, Performance Appraisal & Promotion, and Training done in 2016).

The ECA followedup the six observations made in the previous years and the results are:

1 Tworecommendationg’were closed as nlmngerapplicable

f Two recommendationAOA [ AET OAET AA A OLISN Dapdgénierg Bas dssefeéirOCE A D
statusto be® D1 Al AT OAAS

1 Two recommendation® are outstanding (past due). In agreement with the IAS and the IAC, the Agency
has put in place an action plan addressing the root causes of ECA findings. However, effective
implementation of the action plan depends on the allocation of additional staffifoans, currentlylacking
in the Agencye.g. support to the legal officer, vendor management, business an#lyst

The IAC did not followup any of the five recommendations resirig from its audits as none of them were ready
for review. The status of these is as follows:

1 Two recommendations are still in progress (rd2#201611284% Project andcontractmanagementand
rec.ID#2017011748 Completion, maintenance, and continuous improvementegirtjectmanagement
process

29 Pending formal communication from the I1A8xpected by the end of February

30Rec ID#2016103037 and retD #2016103038

31Rec ID#201410308 and retD#2016103039.

32Rec ID#201610303& 13 Legality and regularity of transactions, and réd #20161034® 16: Other comments.
33To be confirmed
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1 One recommendation is partially implemented (and past due), for which the action owner requested a new
extension of the deadline until Dember2018 (rec.ID #2015100924> Definition and organization of
contract management However, the full implementation of the recommendation depends on the
reorganisation of the Agency as proposed to the Management Board in Nove@{ief, and on the
adopted Technologystrategy and a pending Servicgrategy.

1 One recommendation had needed a revised action plan, which was agreed with the IACIGrec.
#20140429% Internal control override

1 One IAC recommendation has been merged with a similar new recommendation issued by the IAB (rec.
#201701174% Project cet estimate and price negotiation with contractonerged with rec.ID
#2017121959 Controls before establishing specific contjacts

Summary table

IAS, IAC and ECA In
recommendations Total New Implemented Merged Closed | Past due
by rating progress
CriticaP 0 0 0 0 0 0 0
Very Importan® 23 9 6 4 1 4 3
Total 23 9 6 4 1 4 3

Notes: For monitoring purpose, recommendations issued by ECA are ratéeagimportantd

Reading key for the headers in the table aboMerged, the auditor merged the recommendation with a similar gi@losed the auditor

closed formally the issuémplemented, the recommendation owneassertsthatE A’ EOOOA EO OAAA wp wiith &vied A AOAEOT O
closure In progress implementationis proceedng according to plaranddeadline not due or new action plan/deadline agreed with the

auditor; Past dug recommendationwas not implemented by the agreed deadliriéew, action plans are being put in place or implementation

has just startedin the case of recommendations issuéeks tharBmonths before the reporting date.

aCritical:afundamental weakness in the audited process that is detrimental at the entity level.

bVerylmportant: a fundamental weakness in the audited process thakeisimental to the whole process.
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2.9.

At the time of preparation of this report, the discharge procedure for 2016 is still ongoing. The Agency has fulfilled
all its reporting obligations so far towardhe discharge authorities by sufficiently providing feedback. For

ET £ O AGETTh OEA OOAOOO T &# OEA ! CAT AU8O AAOEIT bl Al

Follow-up of observations from the discharge authority

recommendations is listed in the followirtgble.

A) Points to beimproved/followed up

Number

Question

Explanation

Answer

Conclusion of the
arrangements
with Schengen
Associated
Countries:
are
improvements
made with regard
to defining
detailed rules for
their participation
in the work of the
Agency, including
their contribution
o1 OEA
budget? (5);

what
the

The negotiation of the arrangements with Schengg
Associated Countries fallwithin the responsibility of]
the Commission and the Agency is not part of it.
mid-2017, the Commission informed thégency
about the ratificationby the parliaments ofNorway
and Switzerland of the eltISA Regulation and
therefore, the two Associated Countries were invitg
to join the Management Board and Advisory Groups
the Agency, as Observers. Liechtenstein and Icelz
already had Observer stasu In addition to their
participation in the governing bodies of the Agey,
the experts of the Associated Countries are invited
participate in the technical meetings related to th
operational management of the systems. As regar

AAAAAAAA Ol OE/
the Associated Countries have reimbursel
operational expenditure directly related to th
systems under management. The agreements ung
ratification foresee a reimbursement mechanis
covering the whole budget, for which the Agency
preparing a cost allocation methodology in th
framework of theactivity-based budgeting expecte(
to roll out in 2018.

Improvement of
procurement
procedures: The
report encourages
the Agency to
conclude
agreements with
multiple suppliers
or to define the
services requireo
more  precisely
Has the Agency
made
improvements on
the observed
procurement
procedures
20167

in

Notes that, further to
EOO AOAEO 1
procurement

procedures, the Cour
concluded that the
Agency in 2015 entere
into contractual
agreements or engageq
in negotiations with a
single ontractor
without precisely
defining the serviceq
requested; is deeply
concernedq as the
agreements signed in
2015 ran a high risk ¢
acting contrary to the
principle of economy
and damaging the cost
effectiveness of sucl
procurements and are
much more exposed tq
the risk of corruption;
observes that such
agreements could alsg
further limit

competition and

The negotiation witha single contractor occurred
within a framework contract, originally awarde
through competitive restricted procedures. Th
negotiation is sometimes necessary because it is
always possible to define with precision
deliverables at the time of the tendering procedure
or when operatimal requirements call for a revision
an existing specific contract. The Agen
systematically awards the largscale framework
contracts in support of operational activities throug
competitive procedures. The possibility of tenderir
procedures with repening of competitionhas been
explored, however the complex nature of th
operational requirements of theystems requires ar
end-to-end contractual responsibility to be entruste
to a single supplier/consortium.
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A) Points to beimproved/followed up

well as regarding
contract
governance? (14);

Number | Question Explanation Answer
increase  dependencq
upon the contractor;
acknowledges that, in
particular  for  the
systems under|
management, factors
outside the control of
the Agency limit the
possibility of
systematically
reopering
competitions;
encourages the Agenc
to conclude
agreements with
multiple suppliers or to|
define the serviceg
required more
precisely, whenevel
possible; awaits theg
Courtd audit of the
Agency® procurement
procedures for 2016
(6);
Four recommendations were addressed and closed
Contract .
the end of 2017:
management and ; .
. - contract goverrance? very important;
governance:what . . ]
; - -quality management system important;
is the state of play I )
. - assessment of contractual risksimportant;
of the five IAC o .
. - contract monitoring took important.
recommendations ) S "
. One recommendation (definition and orgasaition of
regarding the : . .
3 L contract management> very important) is partially
definition and .
L addressed, through the adoption of a corporate
organisation  of . . . . )
partially addressing the requiredourcing strategy;
contract . .
however, the full implementation of the
management, as

recommendation depends on the reorganisation
the Agency as proposed to the Managent Board in
November2017, and on the adopted Technolog
Strategy and a pending Servicgrategy.

Adoption of the
internal
whistleblowing
policy (15); has i
been adopted and
implemented?

The Management Committee of the Agency h
approved its Guidelines on Whistleblowing ¢
23/05/2016; the text was then positively opinionat
by OLAF. However, in the following, the Commissi
(DG HR) was not in favour of it and informedIld&A
that Commission is working on new guidelines, whi
have to be adapted by the Agencies in a second s
Further discussion took place between tk
representatives of all EUagencies and the
Commissionon 310ctober2017 as a consequence
model decision was estakled for further inter
service discussion at theuEbpeanCommission The
exact timeframe for this remains uncertaisince it
depends on the potential comments received in t
course of this procedureThe gsate of play is that
therefore the internal whideblowing procedure hag
not been implemented yethowever, in the meantime
the Agency has published the general princip
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A) Points to beimproved/followed up

Number | Question Explanation Answer
relevantto whistleblowing (as includeéh the policy)
in the code of conduct on the eulSA website.
ArticlewX 1T &£ OEA | CAT AUd0
Adoption of requires all Members of the Management Board
guidelines for a issue an annual public statement of interest in writir
coherent policy on The Agency follows strictly this requirement and
the  prevention annualstatements are duly signed and originals ke
and management by the Secretariat of the Management Boar
of conflicts of| Notes with concern thati Although there is no specific legal requirement in t
interest and to| OEA #6 O 1 /E| Establishing Regulation of the Agency for publicati
adopt and | Management Board| of the individual statements of commitment of th
implement a clear] members and the CV{ members of the Management Board, the Agenc
policy on conflicts| and declarations of| published their declarations on its website. i&te21
of interest. Have| interest of the members of the Establishing Regulation also reges the
the curricula vitae| of its Advisory Groupg Agency to publish on its website the list of th
(CVs) of the| are not published onthg members of the Management Board. The i
Il CAT AUBO|! CAT AUB O ;| alongside with the C\6f the Executive Director an
5 Management urges the Agency tg the Chairperson of the Management Board are d
Board members| adopt guidelines for g published and kept up to date on the website of t
and the CVs ang coherent policy on the Agency. For the AG, due to the high number
declarations  of| prevention and| members and frequent changes in the representati
interes  of the | management of| from the national level, thedeclarations are only
members of its| conflicts of interestand OOT OAA ET OEA ! CAT AUdO
Advisory Groups to adopt and| available upon request. The new Rules on
been published on implement a clea | prevention and management of conflict of interest fq
OEA I C| policy on conflicts off eu-LISA staff were adopted by an Executive Direc
website? Have the interest (16); Decision dated 30anuary2018 ancentered into force
guidelines and a on the next day.In addition the Management
clear policy in Committee agreed on the draft Policy oro@flict of
terms of conflicts Interest covering members of the Managemer
of interest been Board, their alternates and members of the Advisg
adopted? Groups, which will be sent to the ManagemeBoard
for discussion and possible adoption.
Development of
the anti-fraud
strategy: a. Has
the  monitoring
report (expected
to be issued by The second monitoring report was issued at the eifid
March 2017) bee
. November2017 and updated at the end
issued? Is there : o
. January2018. euLISA confirms a level of quantitativ
been registered ) . )
. implementation above 836 (12/14 one action has
an improvement )
been scoped out see answer to point 4 above). Th
on the results? . - )
Notes that the result is positive when compared with the level
6. a) : implementation of 60% registered in April 2016. Afte
first annual ] i .
. 2 years from the adoption of the first Anfraud
monitoring report .
on the Strategy at edLISA, the result is very good compare
. . with the target setof more than 80%. Certainly, the
implementation : . . .
u A s Agency has achieved a solid afrtaud foundationon
i £ OEA . )
. which other necessary elements will be furth
anti-fraud )
developed confidently.
strategy was
issued in  April

2016 and that it
showed a level of
implementation

close to 60%;
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A) Points to beimproved/followed up

Number

Question

Explanation

Answer

notes that the
next monitoring
report was to be
issued by March
2017; ask the
Agency to inform
the discharge
authority of the
results of that
report; notes that

OEA I C
Management
Board adopted
OEA ! CAT

fraud strategy and
an action plan in
November 2015
17);

6.b)

Development of
the anti-fraud
strategy: b. Have
the newanti-fraud
rules been
adopted and
started to be
implemented?
Notes
furthermore that
the Agency aims
to adopt the new
rules resulting
from the action
plan by the end of
2017 and to stari
implementing
them immediately
after their
adoption. (17);

The current Antifraud Strategy is due for revision i
November 2018 and has been assessed as still rele
until then. In 208, the Agency will perform a fraud ris
assessment to feed ito the revision of the documen
and the resulting action plan. eulSA understands
that the new anti-fraud rules referred to are the ne
rules on the prevention and management of conflict
interest that are ongoingsee the previous answe
(6a).

Need to provide
information
concerning  the
ratification of the
headquarters
agreement  with
France for its
operational site in
Strasbourg (19);

On 260ctober2013, the Management Board of €
LISA approved (201382, following 201372 and
2013077) the Agreement concerning the technig
site with the hostMember State, France. The Frenc
National Assembly, on June2016, adopted the Site
Agreement between theAgency and the French
Government. The promulgation by the President
the French Republic took place on d4ne2016. On
15June2016, the document was published in th
French Official Journal Journal Officiel de Ia
République Francajse The Agency notified the
Government of France about the completion of i
internal procedures on 2%9uly2016. The agreemen
shall enter into force30 days after both parties hd
notified each other of the completion of their internz
procedures necessary for the emtinto force of the
agreement (according to Articl81 of the same
agreement). The Agency was notified by the Fren
Ministry of Foreign Affairs that the agreement entere
into force on 28August2016.
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A) Points to beimproved/followed up

Number | Question Explanation Answer
What
improvements The Agency cannot influence the composition of
have been made Management Board therefore, no particular steps
in terms of gender have been taken in this regard. HoweyezsuLISA
8 balance in the encourages female candidates for the posts publish
composition  of at the Agency, and in casef equal merit looks at the
OEA I C possibility of recruiting female candidates in order
management balance genders.
board?(22);
What is the state
ic:;plzlz)éntzgonthe The Aggncﬁs KPlIs were agopted by its Manageme
of the Board in Marctl2017. Since then, the Agend
9 calculates them once per year (each January for
performance . S .
s previous year) and reports them in its Consolidat
indicators for the Annual Activity Report
work  of the '
Agency? (25);
IN2017,ey ) 3! 80O Al OPT OAOA A
(Facebook, Twitter, LinkedIn) were put int
systematic usejn line with the related Social Medi
Strategy principles. The social media activities we
closely integrated with other Agency communicatio
tools and increasingly used for transparency purp
to highlight our awarenessising activities and
training courses for Member States as well as
,) 3180 DPOI AOOAT AT O 1A2047,
the euLISA online communication and social medi
presence advanced considerably.-ELSA preactively
participated at the parEU social media campaign$
What are the the EU institutions (#EU60, #NoMoreRansgm
improvements published on average one per day social media pos
done regarding on euLISA businesselated topics and produce(
10 the visibility of the close to 150 timely web updates to rapidly giv¢
I CAT AUud o objective, reliable and easily understandab
through  online information tothe stakeholders and the public.

platforms? (25);

A dedicated Twitter wall was created and used {
allow additional interaction with stakeholders and th
public during the etLISA annual conference
Comparedwith the previous yeas €yuivalentevent,
the euLISA conferene social media exposuig 2017
increasedby over50%.

Modifications to the website, as one of the best mea
to guarantee accountability to the citizens of Europ
were initiated, based on the 2016 website usabil
analysis, with the ainof develogng it further into a
responsive and easily accessible website w
functionalities that allow increased online publ
engagement and high visibility.

B) Any other issues that could be highlighted as improvements. Faxample, on the 2015 discharge they

have welcomed the following issues:

Number | Question Explanation Answer
Strengthening data As a followup, the euLISA Data Protection Office
1 protection and data organised 12 dedicated Data Protection Awarene

security in  the
through

Agency,

sessionsgn 2016and 8 in 2017. Four special sessi
were provided in 2017 on the DaRrotection Day
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B) Any other issues that could be highlighted as improvements. Faxample, on the 2015 discharge they
have welcomed the following issues:

Number

Question

Explanation

Answer

awareness Sessions
training for staff and
the production of
data breach policy
and procedures, andg
the action plan and
work  programme
(13);

and two EU DPOs provided sessions on th
experience.

An elearning module ondata protection was
developed targeting mainly newcomers, adata
breach policy and procedure was adopted a
implemented, and the DPO organised the first JH
Agencies DPOs Network meeting. A complair
procedure was also established by the DPO.

In May2017, ey, ) 3! 60 $0/ EIT OO
Network meeting with the participation of 70 DPOs
EUinstitutions and bodies.

The 2017 focus wa®n the policy area, with the
adoption of a new security policy and of an updat
business continuity policy. Several awareng
sessions on cybersecurity and business contint
werecarried outwith the whole staff to highlight risks
and implemented mitigatbn measures in ou
organisation. A disaster recovery exercise on the
system was run with the participation ogight
Member States to test the entb-end recovery
capabilities é& both the central and the nationa
systems. This successful activity incsea the level of
awareness bthe existing operational procedures an
highlighted areas for improvement. Finally, a set
vulnerability assessments and penetration tests we
run within different technical platforms to assure th
effectiveness of the imgmented security and
business continuity measures.

Activities to raise
awareness andg
visibility. (18);

euw-LISA strengthened the area of direct publ
engagement to improve awareness, knowledge a
visibility of the Agency among citizens an
stakeholdes. TheACAT AUG O AAOQEC
Europe Day and Open Doors Day awareness even
the EUinstitutions, organised in Brussels, Strasbou
and Tallinn by the European Parliament and t
European Commission, provided a notable number,
direct and indirect contacts and generated sizal
public reach.An estimated 14000 people attended
the event h Strasbourg and.3000in Tallinn.

The Agency has proactively enlarged the scope of
involvement in various public events for stakeholde
for example the 11éme Rendepus européens de
Strasbourg, the European Police Congress ¢
roundtables with indstry representatives. Thg
Agency has organised awarenesssing briefings
with partners and stakeholdersuch asthe JHA
Counsellorsand diplomats from EU MSs and ha
DOl OEAAA AAOEOA AT OAO 1
sites of the Agency: Commissiers, delegations of
MEPs and national MPghe Kangaroo Group,the
Estonian Presidentthe Estonian FPime Minister,
high-level civil servantsetc. In 2017 the Agenc
organisedthe high-level conferenc&boing Digital for
a Safe and Secure Eurapevhich was part of the
Estonian EU Presidency activities. The %5
satisfaction rate with the conference proves the hig
quality and success of the evereu-LISA was actively
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B) Any other issues that could be highlighted as improvements. Fa@xample, on the 2015 discharge they

have welcomed the following issues:

Number

Question

Explanation

Answer

involved in contributing to the organisation afine
additional major awarenessgaising events in
cooperation with the Estonian EWresidency on
topics regarding the responsibilities of the Agena
ew-LISA also launched a comprehensive process
update its multtannual External Communication an
Information Strategy, which was adopted by th
Management Board of the Agency in March 2017.

Efforts to keep
Justice and Home
Affairs systems
aligned with

evolving political

priorities and

unforeseen events
(26);

The Agency welcomes the positive views express
by the European Parliamemnegarding its efforts to
keep Justice and Home Affairs systems aligned w
evolving political priorities and unforeseen even
(point 26 of the report on discharge in respect of t
Agency). edLISA continues to make every effort i
this regard. Assuranceof flexibility to handle
unpredictable variations in IT system usage and
demand for increased functionality requirg
investment in modern, scalable technologies a
infrastructure. As a centre of excellence in IT sery
provision, edLISA® efforts tovards such investmen
have continued since the Agency took ov
management of its current IT systemis. addition, the
Agency remains in contact with stakeholders
ensure full awareness of developing prioritig
particularly  through its various governaad
structures It also proactively engages other releva
parties? for example through organisation of regulég
Industry Roundtables that ensure awareness of tf
state of the art in a fair and transparent manne
enabling responsiveness to change requests.

This responsiveness is exemplified through chan
made and upgrades introduced in recent yea
Following the communication from the Europeg
Commission to the European Parliament and Cour,
COM (2016) 205 and its call to develop an automa
fingerprint identification system (AFIS) for SIS Il,-e
LISA immediately undertook vigorous efforts with th
Member States to work towards such developmer
Implementation efforts continue towards a glve in
March 2018, filling an important gap in current syste
capabilities in line with a stated political priority. VI
upgrades undertaken in 2016 include
implementation of Schengen
consultation/notification procedural workflows in VI
Mail 2 in Januarf016 andthe system was capable ¢
full handling of biometriesupported visa issuance an
checks at external borders following completion
the global rollout in Novembe2015. Following the
significant increase in usage of Eurodac in 2015, us
levels have remained high and the system continy
to handle this caphly. Looking towards the
envisaged system recast, the Agency has suppor
discussions with its technical expertise a
knowledge. In particular, it has provided detailg
studies on possible inclusion of scanned document
the system and the possible uséfacial images.
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B) Any other issues that could be highlighted as improvements. Faxample, on the 2015 discharge they
have welcomed the following issues:

Number

Question

Explanation

Answer

Development projects that are horizontal acro
systems are particularly relevant in the context

assuring responsiveness to external changes. T
often take advantage of the consolidation of syste
management at a single location &nable sharing of]
resources across systems to the extent sensible

permissible by regulation. The Agency continues
work on its common shared infrastructure projed
enabling sharing of certain infrastructural element
As spare capacity and capaliii ae not necessarily,
allocated in a systerspecific manner, the Agency ca
prepare for unforeseen events in a caficient

manner. Efforts towards system interoperabilit
foreseen for the coming years will bring furthg
improvements. Interoperabilitysolutions such as thg
European Search Portal will enable the Agency
make more rapid changes to system changes that

be more easily accommodated by Member Stat]
with less extensive IT development and testing effo
than is currently the case. Additn of new systems tg
the IT ecosystem should also be easier.

The second objective of the AgenBymultrannual
strategy is to become an EU ICT centre of excelle
and service provider. This inevitably involv
continuous liaison with the stakeholder commity

and configuration of operations and technology 1
assure responsiveness to requests. Such work

been a focus since 2014 and continues. Thus, g
already the case, the Agency will remain aware
evolving political priorities, take note of unforesn

events with impact as soon as possible and be i
position to respond appropriately going forward.

Information about
the level of
execution of the
budget (in 2015 it
exceeded 99% for
both commitments
and payment
appropriations (LIBE
3));

The level of budget implementation was 9% for
commitment and payment appropriations 2016and
100% in 2017.
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Part lI(b). External evaluations

At the time of writing this report (Januai3017), the Agency has undergone external evaluatioacgordance with
Article 31 of Regulation N&077/2011.

The evaluation examined the way in which-ELBA implemented its mandate, as laid down in its Establishing
Regulation, looking at four areas: efficiency, effectiveness, added value and coherenceo lexamined the
Agency® contribution to the establishment of a coordinated, effective and coherent IT environment for the
management of largescale IT systems supporting the implementation of JHA policies.

The evaluation was successfully carried mu20L6and came tahe conclusion that the Agency effectively fulfils its
mandate. The evaluation also suggests particular ways of improving the operations of the Agency and identifies
potential opportunities to extend its mandate.

Selected highlights from thevaluationincludethe followingfindings:

9 The Agency had, overall, achieved its objective of effectively ensuring the operational management of the
three IT systems entrusted to it.

1 Although the organisational setip and internal processes are stievelopgng, these are properly
structured and described. The Agency has been able to identify solufmmsarrying out the assigned
tasks. This was particularly observed through the project case studies (e.g. the Smart Buitdepsoject
and theCommon Shared Services Studies).

1 The Agency has been successful, overall, in respecting the clear allocation of roles and responsibilities at
EU and national levels concerning its core business of managing-taaje IT systems.

1 The activities of etLISAare generally well aligned with the relevant JHA policy frameworks and strategies.

1 The Agency has developed a coherent cooperation strategy for engaging with different stakeholders in a
structured way through the adoption of its Stakeholder Management &igy.

1 The establishment of a single management authority to assume operational management of the three IT
systems inherently creates a high level of added value, to the extent that the Agency effectively and
efficiently carries out its tasks. The ultimaéelded value of edLISA is, therefore, logically highly dependent
on its ability to fulfil its core tasks in afficientand effective manner.

9 Overall, the evaluation noted positive feedback concerning the level of involvement and communication
with national-level stakeholders.

The evaluation reporimade 65 recommendations. They looked at opportunitiés improvements related to the

DOAOGAT O OAOGEO 1 £ OEA ' CAT AU AO xAll AOG OEA pPi OOEAEI EOU
taking into account possible future needs thfe EU and the Member States.

Each recommendation had rating (Critical, Very Important, Importantylinor), which was assignedn view of

necessity and time for implementatiof.he mpact ofthe recommendations haslsobeen analysed from financial,

legal and orgarsational perspective.

In this respectrecommendations have been split into two major groups:

M recommendations with legal impact (11 recommendations in total);
9 recommendations with orgasational and/orfinancial impact (54 recommendation in total)

Recommendations in the second group were further broken down to:

1 7Critical;
1 10VeryImportant;
1 30Important;
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T 7Minor.

The recommendationsvith organsational and/or financial impacstemming from the external evaluatioof the
Agencyhave been adequately followed up through an action plan. In March 2017, dhadémentBoard adopted
it and, in November 201,4ts implementation status updatevas presented
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Partlll. Assessment of the effectiveness of the
Internal control systems

3.1 Risk management

The Agency followa comprehensive risk management framework that includes, on an annual basis, the collection

of risks, the assessment and prioritisation of risks anel ¢arrying out of a corporate risk management workshop
during quarter 4 of each year. At the workshop, risk owners, as well as risk strategies and responses, are decided.
The outcome is documented in the annual corporate risk response plan, which isumélithe following annual
corporate risk management workshop; this also defines the details of themiskitoring exchange between the

risk owners and the EPMO.

For the year 2017, a total fiur corporate risksvere identified and dealt with within thé CAT AU O AT OB OA«
response plan. These were related to the potential project pitfalls of the Strasbourg site extemgndch might

endangerthe desired outcomeslack of sufficient statutory staffwhichmight negatively affect the Agency in

achievig its assigned tasks or even may leads to-compliance eventdack of 24/7 support faorporateservices

endangering 24/7 availability of corporate servicasd theeligibility of the Smart Borders delegation agreement.

For those riskssevenindividual risk measures have besatup with the nominated risk ownershree of which 3
have been implemented with the aim of sufficiently mitigating the risks identified and their impact on the
organisation The removal plan for the Strasbourg sitesvicompletecbn 10August2017 with no business continuity
issues. In order to minireg the risk regarding the 24/7 availabilityaofrporate services, extended working houfesr
intra muros staff have been negotiated with the external service supplierg&ding Smart Bordersthe official
notification to the Executive Directo dated 10August2017 from DGMigration and Home Affair€1 confirmed
acceptance of the final report prepared by-eUSA on Smart Borders operations. For detailshe four corporate
risks, please refer to Annex VII.

3.2.  Compliance and effectiveness of Internal Control
Standards

All 16 approved edLISA ICSs have been applied to the tasks stemming fronfPtiogramming DocumentRD) 2017

2019 for the Agencyandhave be@ integrated in a balanced wayn 2017, the 16 ICSs were further detailed to give

125 individual ICS measures, assigned to relevant staff members in the organisation. Considering the 2017 measures
takentoachieeAT A | AET OAET Al | bl A4 ifcdn be Fa@dthabifteknallcaptéol isfsuffiiéntly
established in etLISA. A number of actions have been implemented, thus demonstrating gu3 ! 8 O A &£&l 0O«
applying and striving for good governance. For 2018, the range and scope of compiaseires will be updated

based on advice provided by the Authorising Officer as well as on findings related to the outcomes of joint meetings
between the Internal Control Coordinator and-€USA managers and staff with I&8lated functions.

The function & the Internal Control Coordinator has been established to support the efficient and effective
implementation of ICS at elLlISA by creating a focal point for providing information and awareness, as well as a
capacity for monitoring and reporting. Followingiannual monitoring exercises with managers and staff with-ICS
related functions, the Internal Control Coordinator continuously reported in 2017 to the Executive Director about
the status and progress of ICS compliance withirLéBA

In addition, the oveall effectiveness and efficiency of the internal control system was assessed by the Internal
Control Coordinator. For this purpose, the-€ISA ICS register (which documents the status of each individual
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measure related to the implementation of the ICSsthe Agency) was consulted to extract the necessary data,
which was then summarised and forwarded as a report to the. l8A Management Board fats information. For
details d the implementation of the ICS, please refer to Annex VII.
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Part V. Management assurance

4.1. Review of the elements supporting assurance

The building blocks of assurance underpin the reasonable assurance given by the Authorising Officer in his/her
declaration of assurance of the Annual ActivRgport. These are summarised below.

Building block 1: Assessment by management
Assessment by management

The management of the Agency has reasonable confidence that, overall, suitable controls are in place and are
working as intended; risks are being mamied and mitigated appropriately and the necessary improvements and
reinforcements are being implemented.

Furthermore, the management of the Agency recognises the need to maintain a high level of efficiency in its internal
control environment and for comiuous assessment and strengthening of existing internal controls to achieve and
then maintain full compliance with the requirements of the 16 ICSs adopted to ensure the achievement of the
objectives in its Single Programming Document.

Register of exceptien

The Agency has had a procedure in place for the registration of exceptions since 2013. At the beginning of 2015, a
formal procedure for the registration and management of exceptions was adopted. Its overall objective is to
establish appropriate arrangenmés to ensure that any exceptional circumstances of significant instances of
overriding controls or deviations from the established regulatory framework are well explained, registered and
reported in accordance with the principle of transparency. An exiogptmust be documented, justified and
approved at the appropriate level before any action is taken.

In 2017, 36 exceptions and noampliance events from the established procedures were registered. The
Authorising Officer has determined that suokxceptions or norcompliance events do not require a formal
reservation in the declar&n of assurance on the biasof materiality. However, in the light ofhe latest audit
findings,a root cause analysis will be performed to identify the reasons whyeteeption procedure has not been
always observed. Swift actions will be taken based on the resTiits.target date is June 2018.

Building block 2: External audit result$*
IAS opinion
Final audit repomdnthe controls over the procurement process

In conclusion, the IAS acknowledges that the controls on the procurement process -ldS&u support the
achievement of the main operational objectives of the Agency (such as the 24/7, uninterrupted operation of the
large-scale IT systems it manages). Howeube IAS found significant weaknesses that mdfeat sound financial
management and compliance with procedural requirements.

34 At the time of writing the reportthe external audit results were not yet available.
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In this context, the IAS identified tweery importanissues related to the estimation of the contract value and the
definition and documentation of the key controls throughout the procurement procé8ee IAS hasisoidentified
threeimportantfindings.

The Agency, in agreement with the 1A8as put in place an action planaddressing the audit findings and
recommendations.

ECAopinion (audit report on 2016 accounts)
Opinion on the reliability of the accounts:

YT OEA #1 0600080 1 PETEI T h OkedentAairly, @ All materialAdsiettOid finangial OEA | (
position as at 3December2016 and the results of its options and its cash flows for the year then ended, in

AAAT OAAT AA xEOE OEA DPOI OEOCEITO 1T £# EOO &ET AT AEAT 2ACOI 4
accounting officer.

Opinion on the legality and regularity of the transactions undethgnaccounts

ylT OEA #1 060080 T PETEITh OEA OOAT OAAOQEIT 1 mecebeROi@nieUET C Ol

legal and regular in all material respects
Building block 3: Followup of reservations from previous reporting periods

The declaation of assurance of the Authorising Officer in the Annual Activity Report 2016 did not contain any
reservations.

Conclusion

Based on Paril and Partll abovethe conclusion can bdrawnthat there are no significant weaknesses in internal
controlsthat might have an impact on the declaration of assurance.
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4.2. Reservations (if applicable)

Based on the information provided above, the Authorising Officer did not issue any reservations.
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4.3. Overall conclusions on assurance

I, the undersignedKrum Garkoy Executive Director of the European Agency dperationalmanagementof large-
scale ITsystems in the area of freedom, security and justice-(¢8A),

In my capacity as Authorising Officer,
Declare that the information contained ihis report gives a true and fair vieafithe activities of the Agency in 2017

| state that | have reasonable assurance that the resources assigned to the activities described in this report have
been used for their intended purpose and in accordancénhte principles of sound financial management, and

that the control procedures put in place give the necessary guarantees concerning the legality and regularity of the
underlying transactions.

This reasonable assurance is based on my own judgement atttedanformation at my disposal, such as the results
of the selfassessment, theaudits of the Internal Audit Service, thaudits of the Internal Audit Capability and the
audits ofthe EuropeanCourt of Auditors.

I confirm that | am not aware of anything hoeported here which could harm the interests of the Agency or its
stakeholders.

Tallinn,...............
8888888888888 | OECI AOOOA(Q
Krum GARKOV
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ANNEXES

Annex |. Corporate key performance indicators

KPI | Corporate key performance indicator Target Actual 2017
1 Security: number of identified critical shortcomings 0 37
during security tests
Security: percentage of identified security risks
2 P ge orie Y 100% 100%
treated by assured security controls
Eurodac central systeravailability 99.99% 99.95%°
Eurodac central system response time 99.45% 99.90%
5 Wide Area Network (WAN) availability (for SIS 1l an 99.99% 99.99%
VIS systems)
6 | SIS Il central system availability 99.99%" 99.8204°
7 | SIS Il central systemesponse time 99.50% 99.66 %
8 | VIS central system availability 99.99%* 99.92%°
9 VIS central system response time 100% 99.24%
Cancellation rate of carriedver payment
10 e pay <5% 2.12%
appropriations
11 | Rate (%) of budgetary commitmenimplementation 95-99 % 100%
12 | Rate (%) of payment implementation >95% 100%
13 HR: ratio (%) of administrative resources to Administrative: 20% 17%
operational resources Operational: 700 2%
Ratio (%) of payments completed within statutor
1| d”E]:l pay P y 90-100% 93.78%
15 | Average square metres of office space per FTE (m?2 10m2 10.04 mz
LISA traini | iCi
16 eu_ S .tralnlng course external participant >3 4.48
satisfaction
P li ith the Agen@
17 rocurement comp |anc?e_ Wlt the Agenay 0515 0.8
Procurement and Acquisition Plan
P j % of mai
18 rocurement pro_ject managemen® of main ~60% A1%
procurement projects on schedule
Customer satisfaction% of MS users satisfied or very
19 | satisfied with the overall service provided by-ELEA >80% 94.45%"
Service Desk
Ratio (%) ofctivities identified in the Annual Work
20 90% 88.75%
Programme met or on schedule
21 | Member States systems helpdesk performance >80% 90 %*°
Project management: assessing completed projects|
22 ) agement (NG compreted proj <10% 8.79%
against defined quality/cost/time parameters
Percentage of audit recommendations implemented
23 - .g . P 80-100% 50.0%
within stipulated deadlines
HR: t f tified tified ab
24 percentage o. u-ncer i |e. VS celr ified absence <250 292%%
days from work within reporting period
25 | HR: annual percentage staff turnover 1 5% 3.27%
. Completed appraisals:
26 | HR: staff performance index P 1000/pp 100%
0
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Low performance: $% 0%
Top performance: 10% 76%
27 | HR: staff engagement level " 80% 88%
Unique visitors: open 61489
Average visit duration: 3minutes, 44
open seconds

External communication: edLISA webbased
28 Bounce rate (left after

isibilit
Vvisibility one page): open
Actions per visit
(average): open

38%

3.5

aSystem availability target is not precisely defined in the legal instruments governing the systems. Theda@$89% has been established
by the Agency considering the fact that systems managed by it are defined as high availability systems.

bThe actual availability of the systems includes switnrer and switckback time, inthe eventof planned maintenance.
‘Data from 2016. At the time of preparing this report, the data for 2&7being collected

dBecause of technical malfunction at eidlISAS Kibsting service provider onNay 2017, statistical data @re not recordedor saved between
4May and August when the service was restored. This service is how monitored. For this reason, the data presented should not be
benchmarked against previously collected da#s just oveBmonths of dataare missing.
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Annex Il. Statistics on financial management

1. Initial budget, transfers and amending budgets

The table below summarises at chapter level the internal budgetary transfers operatecebfgéncy for C1 funds
in 2017. Twamending budgets were required and performed.

Commitment appropriations Payment appropriations

Budget chapter Initial budget

TITLE 1 » STAFF

EXPENDITURE
Salaries &

A-11 allowances

Expenditure
related to

A-12 recruitment
Mission
A-13 Expenses
Socio-Medical
A-14 Infrastructure
Training  for
A-15 Staff
TITLE 2 ?
INFRASTRUCTURE
AND OPERATING
EXPENDITURE
Expenditure
A-20 for premises
Corporate IT &
A-21 Telecom
Movable
Property and
Associated
A-22 Costs
Current
Administrativ
A-23 e Expenditure
A-24 Postage
Management
A-25 Board
Information
and
A-26 Publications
External
Support
A-27 Services
A-28 Security
TITLE 3 ?
OPERATIONAL
EXPENDITURE
Shared
System Infra
structure
(Core
B3-0 Systems)
B3-1 SIS
B3-2 VISBMS
B33 Eurodac
Entry/Exit
B34 System
Ext Supp
Services
directly
related to
B3-6 Core Systems
Advisory
B37 groups
Training
directly
related to
B3-8 operations

TOTAL

12,133,700.00

14,633,210.00

122,250.00
330,000.00
602,740.00

445,500.00

8,382,400.00

1,412,500.00

1,500,000.00

420,000.00

345,000.00
30,000.00

491,900.00

1,233,000.00

1,650,000.00
1,300,000.00

128,818,100.00

8,701,300.00
6,825,000.00
34,505,000.00
19,570,000.00

54,520,000.00

3,518,800.00

428,000.00

750,000.00
153,334,200.00

-13,623.36

-416,528.47

-8,854.92
136,000.00
158,333.00

117,427.03

1,111,406.81

-626,554.99

269,542.18

-324,728.26

623,853.26
2,885.81

-225,834.00

58,628.41

2,023,788.84
-690,174.44

-1,097,783.45

445,809.19

-371,767.78

739,005.33
-965,000.00

-850,785.20

-57,461.91

-37,583.08
0.00

Amendi

budget

. - Amending .
Final budget Initial budget Final budget

16,120,076.64

14,216,681.53

113,395.08
466,000.00
761,073.00

562,927.03

9,493,806.81

785,945.01

1,769,542.18

95,271.74

968,853.26
32,885.81

266,066.00

1,291,628.41

3,673,788.84
609,825.56

127,720,316.55

9,147,109.19
6,453,232.22
35,244,005.33
18,605,000.00

54,520,000.00

2,668,014.80

370,538.09

712,416.92
153,334,200.00

16,133,700.00

14,633,210.00

122,250.00
330,000.00
602,740.00

445,500.00

8,382,400.00

1,412,500.00

1,500,000.00

420,000.00

345,000.00
30,000.00

491,900.00

1,233,000.00

1,650,000.00
1,300,000.00

128,818,100.00

9,050,000.00
6,500,000.00
35,000,000.00
18,570,000.00

54,520,000.00

4,000,100.00

428,000.00

750,000.00
153,334,200.00

-13,623.36

-416,528.47

-8,854.92
136,000.00
158,333.00

117,427.03

1,111,406.81

-626,554.99

269,542.18

-324,728.26

623,853.26
2,885.81

-225,834.00

58,628.41

2,023,788.84
-690,174.44

-1,097,783.45

487,092.16
9,233,758.55
-11,257,977.54

802,842.75

-161,604.29

-93,616.42

-108,278.66
0.00

-85,600,000.00

-2,500,000.00
-3,000,000.00
-8,000,000.00
-16,580,000.00

-54,520,000.00

-1,000,000.00

-85,600,000.00

16,120,076.64

14,216,681.53

113,395.08
466,000.00
761,073.00

562,927.03

9,493,806.81

785,945.01

1,769,542.18

95,271.74

968,853.26
32,885.81

266,066.00

1,291,628.41

3,673,788.84
609,825.56

42,120,316.55

7,037,092.16
12,733,758.55
15,742,022.46
2,792,842.75

0.00

2,838,495.71

334,383.58

641,721.34
67,734,200.00
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2. Implementation of the budget for the year (fund source C1)

As far as the 2017 appropriations (fund source C1) are concettmeddgency reached a high level of budget
implementation of 1006 in both commitment and payment appropriationgaking into consideration the
automatic carryover of appropriations.

COMMITMENTS (C1) PAYMENTS (C1)

Title 1» Staff expenditure 16,120,076.64 16,120,076.64 100.0% 16,120,076.64 16,120,076.64 100.0%
of which, executed 16,120,076.64 100.0% 15,681,259.13 97.3%
of which, automatic carforward - 438,817.51 2.7%

Z:Lee rfd"i'tu:;‘fras“u‘;‘”’e and Operating 9,493,806.81 049380681  100.0% g 00 q0c o 9,493,806.81  100.0%
of which, executed 9,493,806.81  100.0% 4,198,841.10 44.2%
of which, automatic carforward - - 5,294,965.71 55.8%

Title 37 Operational expenditure 127,720,316.55 127,720,316.55 100.0% 42,120,316.55 100.0%

42,120,316.55

TOTAL EUR 153,334,200.00 153,334,200.00 | 100.0% 67,734,200.00 67,734,200.00 100.0%

153,334,200.00 100.0% 62,000,416.78 91.5%
® 5,733,783.22 8.5%

of which, executed

of which, carried forward

3. Implementation of the budget for other fund sources

In addition to the budgefor the year (fund source C1), the Agency implemented appropriations:
- from internalassigned revenue (fund source C4);
- from internal assigned revenue carried over (fund source C5);
- from carry-forward of commitments (differentiated in Titl8 and nordifferentiated in Titlesl and 2) and
the corresponding payment (nedifferentiated only)appropriations from previous years (fund source ;C8)
- from external assigned revenue, as contributiofrom the Associated Countriesn accordance with
Article 32(1)(b) of théestablishingRegulation (fund source RO, TitRonly).

. Fund

c1 16,120,076.64 16,120,076.64 100.0% 16,120,076.64 15681,259.15  97.3%
A-1  Staff expenditure
cs 415,692.33 361,656.56  87.0% 41569233  361,656.56  87.0%
Subtotal  16,535,768.97  16,481,733.2C 99.7%  16,535,768.97 16,042,915.69  97.0%
c1 9,493,806.81  9,493,806.81 100.0%  9,493,806.81  4,198,841.10  44.2%
infrastructure and C4 108,406.00 108,406.00  100.0% 108,406.00 7468328  68.9%
A2  Operating c5 95,290.59 95,290.59  100.0% 95,290.59 86,855.09 91.1%
Spenehie cs 4,977,748.44  4,373,45457 87.9%  4,977,748.44 437345457  87.9%
Subtotal  14,675,251.84  14,070,957.97 95.9%  14,675251.84 8733,834.04  59.5%
c1 127,720,316.5¢ 127,720,316.5¢ 100.0%  42,120,316.55 42,120,316.55  100.0%
ca 16,082.30 16,082.30  100.0% 16,082.30 16,082.30  100.0%
503  Operational c5 26,512.57 26,512.57 100.0% 29,290.94 29,290.94  100.0%
Expenditure c8 65,182,314.81 63,931,620.24  98.1% 0.00
RO 4,683,256.33  1,760,651.45 37.6%  4,683,256.33  463,237.59 9.9%
Subtotal  197,628,482.56 193,455,183.1: 97.9%  46,848,946.12 42,628,927.38  91.0%
ALL TOTAL 228,839,503.37 224,007,874.28 97.9% 78,059,966.93 67,405,677.11  86.4%

*For Title3 C1 appropriationsEUR6191866.54 refer to payments of commitmentsor the year. The remainder,

EUR35928450.01 was used to cover commitments from previous years

amounting to



81EU-LISA CONSOLIDATED ANNUACTIVITYREPORT

4. List of budgetary transfers
During 2017the following internal transfer operations were performed undeticlew¢ | £ OEA | CAT AUd O
Regulation The rationale of the transfers was to ensure optimal budget allocation of commitment and payment
appropriations.

Budgetary transfersin 2017

tansfer o | Reference Budgetline copropration | aparopriaion
A02000 Expenditure for premises EE -150,000.00 -150,000.00
A02220 Documentation and Library Expenditure 5,500.00 5,500.00
A023300ther Running Costs -50,000.00 -50,000.00
1 LIS.1334 09/02/2017 | A02331 HR fees and charges 200,000.00 200,000.00
A02500 MB Meetings -5,500.00 -5,500.00
B03600 Ext Supp Services directly related to CORE Systems -100,000.00 -100,000.00
B03730 Other meetings andissions 100,000.00 100,000.00
A02000 Expenditure for premises EE -150,000.00 -150,000.00
A02010 Expenditure for premises FR -200,000.00 -200,000.00
A02100 Corporate IT & Telecom -350,000.00 -350,000.00
2 LIS.1338 09/03/2017 A02320 LegaExpenses 85,000.00 85,000.00
A02331 HR fees and charges 15,000.00 15,000.00
A02500 MB Meetings -100,000.00 -100,000.00
A02700 External Support Services 1,000,000.00 1,000,000.00
A02800 Corporate Security -300,000.00 -300,000.00
A01190 Weightings -10,000.00 -10,000.00
A01201 Other Expenses 10,000.00 10,000.00
A02330 Other Running Costs 3,000.00 3,000.00
3 LIS.1344 15/05/2017 | A02700 External Support Services 650,000.00 650,000.00
A02800 Corporate Security -200,000.00 -200,000.00
B03600 Ext Supp Services directly related to CORE Systems -483,000.00 -483,000.00
B03730 Other meetings and missions 30,000.00 30,000.00
4 1151346 08/06/2017 B03100 SIS Il MWO 0.00 2,000,000.00
B03200 VIBMS MWO 0.00 -2,000,000.00
A01184 Daily subsistence allowance 46,460.00 46,460.00
A01190 Weightings -46,460.00 -46,460.00
A02200 Other Technical Equipment and Installation -1,500.00 -1,500.00
5 LS1348 | 29/06/2017 A02400 Postage 1,500.00 1,500.00
B03100 SIS II MWO 0.00 7,000,000.00
B03200 VISBMS MWO 0.00 -7,000,000.00
B0330CEurodacMWO 0.00 -15,495.00
B0330IEurodacOther 0.00 15,495.00
A01124 Daily allowance -7,000.00 -7,000.00
A01125 Monthly allowance 18,000.00 18,000.00
A01130 Insurance against sickness -22,600.00 -22,600.00
A01141 Travel Expenses for Annual Leave -26,500.00 -26,500.00
A01182 Installation and reassignment allowance 11,600.00 11,600.00
A01201 Other Expenses 26,500.00 26,500.00
6 LIS.1352 | 25/08/2017 | A01301 Mission Expenses 60,000.00 60,000.00
A02030 Expenditure for premises BRUX 6,500.00 6,500.00
A02100 Corporate IT & Telecom 40,000.00 40,000.00
A02200 Other Technical Equipment and Installation -66,500.00 -66,500.00
A02210 Furniture and Office Equipment -40,000.00 -40,000.00
A02510 Other meetings 15,100.00 15,100.00
A02800 Corporate Security -15,100.00 -15,100.00
7 LIS.1356 21/09/2017 A01301 Mission Expenses 40,000.00 40,000.00
A01402 European school 187,000.00 187,000.00




























































































































